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31 .oce xh "¢ Y .
[ 3 T * e

uo"x;*:'t"’E(mt°"’Y . ao’eo ’“xac’Y“m(Dmrﬂ’d**“;aETQo_’:"’ime?rﬁ“f(’;e?n

¢.° ) A'O; € co o "’cé“Emct h om r ] £ *7th °,rnh*m @h xo: e [k tO t o

a ™ h " h x t “toh” @ (_aq) T e ? b

¢ _~ ., ,mt _ ch aWhddwspmc @ EE x x vty Yy T Ty mo omt a2 XyR2

1. -~ ' a _ tStart® Control panel, _
a _ tlLocalArea Connection

7 . e ” Networtk and SHaring Cent&r ~ ="t _a

@OO" &/ « Network and Internet » Network Connections »

v ] 5 H Search Net.. O '

Local Area Connection
Network 14

| K

—————— e e

Organize » Start this connection

@7 Atheros ARB162/8166/8168 PCI-E ...

File Edit View Tools Advanced Help

Rename this connection  »

Disabled

‘: iy VMware Network Adapter VMnetl
— e

VMware Virtual Ethernet Adapter ...

Ll

>~ 0 @

sl
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o

N
General

Connection
IPv4 Connectivity:
IPvE Connectivity:
Media State:

Duration:

Speed:

Internet

Mo Internet access
Enabled

09:30:11

100.0 Mbps

— |
Sent — &p‘ —— Received

L=

Bytes: 12,818,574 I 33,948,334

| Properties | [ _fyiDisable || _Diagnose |

¢ . % _ hintérnet Protocol Version 4 (TCP/IPv4} ~ * a e tProperties

T Local Area Co

Metworking

Connect using:

‘ & Qualcomm Atheros ARS162/8166/8168 PCHE Fast Bthen ‘

This connection uses the following items:

o5 (105 Packet S

% Cligrt for Microsoft Networks
g\"l‘dware Bridge Protocol

cheduler

g File and Printer Sharing for Microsoft Metwarks

i |ntemet Pratocal Version 6 (TCP/IPwE)

B Irtemet Protocal Version 4 (TCP/1Pw4)

<& Link-Layer Topology Discovery Mapper /0 Driver
i Link-Layer Topology Discovery Responder

e ]|

Uninstall | [ Properties

Description
Transmission Control

Protocol/Intemet Pratocol. The default

wide area netwaork protocol that provides communication
across diverse interconnected networks.

RT_UG_R3000_v.4.1.5
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~

¢ . * _ hinternet protocol version 6 (TCP/IPvG)e a e TProperties
—r

I [l Local Area Connection Properties Praperties — | 2]

Metworking

I Connect using:
| ¥ Reattek PCle GbE Family Controller #2 |

|

This connection uses the following items:

0% Clignt for Microsoft Networks -
| O g‘uﬁrtualon MDISE Bridged Metworking Driver
[ J&yMware Bridge Protocal
481 005 Packet Scheduler
I gﬁle and Printer Sharing for Microsoft Networks
=4 Intemet Protocol Version & (TCP/IPvE)

. Intemet Protocol VWersion 4 (TCP/IPvd) -
4| m |

[ Install.. l | Uninstall | [ Properties l
Description

TCP/IP version &. The latest version of the intemet protocol
that provides communication across diverse interconnected
netwarks.

0K || Cancel

, - o

4_"mtho_"*thEm|_t R a o e o X a 'y mcomo

0 X - Zt*

[ LAY <

h mt ~ t oa ™t . m Y

- PR [—

|
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.
Internet Protocol Version 4 (TCP/IPvd) Properties ? P |

General | Alternate Configuration |

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
() Use the following IP address:

| IP address:

Subnet mask:

Defaulk gatewary:

(@) Obtain DNS server address automatically
() Use the following DNS server addresses:

Preferred DMS server:

Alternate DMS server:

[ validate settings upon exit

Internet Protocel Version 6 (TCP/IPv6) Properties | ? bS |
— —

General

You can get IPv6 settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your netwark administrator for the appropriate IPv6 settings.

(@) Obtain an [Pv6 address automatically
() Use the following IPv6 address:

| IPvE address: | ‘

| Subnet prefix length: I:I

Default gateway: | ‘

(@) Obtain DNS server address automatically
(7 Use the following DNS server addresses:

Preferred DNS server: | ‘

Alternate DNG server: | ‘

[ validate settings upon exit

"mco TEC X t T h® om @y Lt

O0"“mt ho e e . hx;_“e"'xh'Omnt”'tto; m’ c o tm t a™”h "hxt
1 —
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=)

-
Internet Protocol Version 4 (TCP/IPvd) Properties

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

| () Obtain an IP address automatically |

: i@ Uge the following IP address:

i IP address: 192 168 . 0 2 I

: Subnet mask: 255 255 .255 . 0 i
Default gateway: 182 168 . 0 1

Obtain DMNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: 192 168 . 0 . 1

Alternate DNS server:

[T validate settings upon exit

|

Internet Protocol Version 6 (TCP/IPv6) Properties | ? 2 |

General

‘fou can get IPvE settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

() Obtain an IPv6 address automatically
(@ Use the following IPv6 address:

IPv6 address: 2421:da8:202: 10:e5d8:fe 17:b400:d2e

Subnet prefix length: 64

Default gateway: 2421:da8:202: 10: 36fa:40ff: fe0c:e470

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

|| validate settings upon exit

Lo J[ coneel |
5, " a tQKZ et o~ “_ _h 7 tE e*mtho  x @
32 "7 _o-"m o e mthom . cCo X a o : e
u<h<" e"mthom_om a”‘h’hxt*""toh”’ e(o'*’oo"*ao . x o
L. e Y e.mTte .
Lo TE"o0 "t T admin
L ho TE admin
ETHO MGPHDPMCY PN OMKHPppPp PHPPp PHppPpPRZ h = a
ETH1 MPH PMCYy PN PMKHPpPp PHpPpPp PHpPppPpDAX N~  a
e .o h 51/t ¢_7T0; .=
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33 ¢ g0 7 oo@m” im thosx % toh”

T to* coc*mt E e® mth= e gx xch®e ™ exhy™ ¢ chamadhhrtt E
m~= " x 0" | oo mto Y P

1. t_ho fh~x  *h e~ mco "VE'x aoa .3 e~ch a h Ly d SNy
2. ¢ JhTmxe s oh :;ih°n*1ta‘”h|_thxt " toh ™ “"h mex QXM bhham

a”hxh ~*toh” ceKFERIILIVKKMPHOPMCY dndmMKkX o e” o = t
—
Mew Tab ® |

= = C' [} https://192.168.0.1/

3. " mth™>e c g0 7 ™ m mt a x ® t a 'Y ¢ dOGHl o -
"a 'y co TE o "t 7Y cldmiyE ¢ o xao T:%e QO
uh*a<;Jm*‘¢““<mt* e(ch L. ‘Ee o ,a’y co 'E‘mtﬁh‘"’te(*éy"

~ % o h o “ e ™ e ” p @ e x t @

robustel

1 admin

|
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@ rcbustel

recbustel

Save & Apply | Reboot | Logout

M\ It is strongly recommended to change the default password. b

Status

Interface Device Model

Network System Uptime
System Time

RAM Usage
Firmware Version
Hardware Version

Kernel Version

Serial Number

R3000-4L

0 days, 00:24:35

Thu Mov 28 10:24:21 2019
79M Free/128M Total
3.3.0_20191124 (Rev 2935)
1.2

4.1.0

01870719090011

» System Information -

Uptime

Active IPv4 Link
IPv4 Address
I1Pv4 Gateway
IPv4 DNS
Active IPv6 Link
IPv6 Address
IPvb Gateway

IPv6 DNS

0 days, 00:13:17

WIWANL
10.244.109.195/255.255.255.248
10.244,109.193

120.80.80.80 221.5.88.88

WWANL
2408:84f3:81d:daec: 1e: 10ff:feif:0/64
feB0::4e54:99ff:fe45:e5d5

2408:805d:8:: 2408:805c:4008::

+ Internet Status

Copyright © 2019 Robustel Technologies

. All rights reserved.

ro " oa™ "e mth ™~ e c co TE"oO ot - ao t co e Yt E t
c h “ c X m a ™ h "~ h x t “ t o h "~ 90 m m a . ¢
” co TEx Y m g0 e c“ho "E ° TV 90 m t a x a™h "h
c . “ 0" 0 e o
[ A 1t is strongly recommended to change the default password. H]
ro~ ™~ I R | —~ ~ A —~ &
a t ::Ze, t o . _h . tE “mc . (@) .. o eo o ¢ c Yo .
*‘a<e*t'E*a'Yco 'E'O” t< 'Y*K* X c h o ‘E co X a o : e*'o
maoqxpop m t a ”~ 5 ~ch ™ -~ e co TE"o ot ~'Ya
€ x < - < * < - < *
~ e —~'E xc¢ch~ -~ e Y
o - C Y c m ~ e . e oc -
Save & Apply Tt a ot > ;to” mo gh e t 'E tc ™ a "yx| | EVCEENY
a ™ h "~ h x t “ t o h "~ c h a e t 'E a
ee .. * c,. =z , ;teo” L r e e
Reboot T a t § hto * . h x t ' E a™~h "hxt Wl Reboot
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Robustel GoRugged R300*x _ o o "mt o co
’ —t o o c t "~ 3 'Ht o o e ™ : ~ t 3
mt x c ‘Yt m X to TE o com ™ c
Logout T a t S ;to” ® "o0c *meo t Logout
uom . . 50 ° mo Y ec . hm<t h '@;H(.;x 90
""ch 'yax QO = "m thho¥ et gx 3 *e 50 Y
co TE" o t T'E aomth®e ogxt e Ht o a *
c h o Y o] X m t L e . Y . h . a . e . o]
Submit TTet o toe” mo gh™e t'B c.a e | submit |
o e X -~ c b
Cancel T a > ;to” ota e tE a e
o e xht e o ==
Y p ~ B ~ —~
g h . a L & L. Pc o X a . e . e . O _oe L x h c. . h . m t . . e
1. " " a e t 'E e~ “eo mth™e c T
2 - | t 'EEEﬁ.(:o 'Ht o m¢th™e c T
3 ” a e t 'Eretth e x go T
4. "7 a t lEzﬂﬂﬁl co 'Ht o mth ™ e c T
5 - h t 'E m ao " “ e T
6. "~ a I3l Save & Apply|
3.5 Status
D St mt h ™~ e c” c o o Ty ot choma™th “tep T e"\’@;h ae”™ ¢Y O
—o ~ T 'Ee o m t mco TE X ao o] a ™ h "hxt " toh ™ @
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{ 18férragont

@ robustel

# System Information

Device Model

System Uptime

System Time

RAM Usage

Firmware Version

Hardware Version

Kernel Version

Serial Number

R3000-4L

0 days, 00:24:35

Thu Mowv 28 10:24:21 2019
79M Free/128M Total
3.3.0_20191124 (Rev 2935)
1.2

4.1.0

01870719090011

o ¢ Y

— * *

Device Model to*h=> " 't e~ "e o®” T mco TE"x
System Uptime to“ h=>" 't t _x* o7 , mt o h a e
~ c¢co __T0; .o

System Time to®h™> ™ xt* ~ h a’y m mt a.®

RAM Usage to*h=~>~" t m o%o"ex QO ¢c~a'yt’g _ o* "

Firmware Version t o¥ h ™ - ot L. h.cmh*o'Q h""caca"eho"toe 0o ~ ,mec .o e
*h " h x . “ t oh . b

Hardware Version to®hnh~ -t t o _x "x 0O hm O ~“cc~h~teo

Kernel Version to*h=>" t t _x*"xQ _ _hm O Y h* O

Serial Number to*h~ - “ @ tom ""Ee i e o a xhm t hmoc om™T'E "x @ a
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4 Internet Status

Uptime

Active IPv4 Link
IPv4 Address
IPv4 Gateway
IPv4 DNS
Active IPv6 Link
IPvb Address

IPvb Gateway

{ G G dza

0 days, 00:13:17

WWAN1
10.244.109.195/255.255.255.248
10.244.109.193

120.80.80.80 221.5.88.88

WWwaN1

2408:84f3:81d:daec: 1e: 10ff:felf:0/54

fe80::4254:990ff:fe45:e5d5

@ robustel

IPv6 DNS 2408:805d:8:: 2408:805c:4008::
(_t"‘txm f:eot"_h"e’O(;t(e*’Y
o] c Y c m * e
Uptime to*h=~"~ t t X to ™ e mt ot ofloaoe
m o ® e e )
IPv4 Link Description to®h™>™ t t mox T e oee T"Ye22]phpnmT 221D
IPIPv4 Address  to®h > th pt @p_x " o mo " e e Y]
IPv4 Gateway tofh U0 Ltt@nx ., 0 mo e e YO
IPv4 INS Jto®h e ot wm  hx " h o LN @
IPv6 Link Description tofh~ " ottt mox " e oee T"Yye22] phmI 221h
IPIPv6 Address  to®h " th pt g _x " o mo " e e Y]
IPv6 Gateway tofh A0 Ltt@e x " o mo T e e YO
IPv6 DNS S to®h > ot m  hx " h | §Pc P
__e[el b {4 Gdza
 LAN Status
IP Address 192.168.0.1/255.255.255.0
Active IPv6 Address 2121:da8:202:10:36fa:40ff:f=18:68a8/64
Inactive IPve Address
MAC Address 24:FA:40:18:68:A8
(_t"‘txm o_’“ 'Eeoun m(t*
0 C Y c m * e

IP Address to*h~*>="h wnwgp m t x O a~m x a™h "hxt
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IPv6 Address Lto"’h’“ ’ "."’(’th .t QC ® ’“* e X c h <a:"*h_'nh"xZ*c'd”f‘m
m t< x"'*a h<‘<hHe.a _’“e"'"‘oaq;

Inactive IPv6 Address | t o " h ™ ™ "th mt @ge ° —~ ex ch = m* 3 co Tx
t"'_’< t xr:rf'(3<"‘*oe<"‘€n<eq)

MAC Address JtoFh ™ 2 fth gml ja*h "hxt T toh” @

|
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-

3.6 Interface >Link Manager

Stoot h ~ -~ “mMecho b E'Y d”

<

» General Settings

i""’o; e m o ? e e Y P

< * < < * < *

Primary Link [ WWAN1 ®@
Backup Link [WwAN2

Backup Mode |:C0|d Backup @

Revert Interval |O | @
Emergency Reboot Cm @

General Settings Link Manager
0 C Y © m ~ e e}
x ao T~
Primary Link ¢. 7, h ot " r221pmMnI 22! bHunI T2 WWANL

221 pMmY .¥ h t S ;to® . ®melo d
m o ® e e a @
221 hbRHY .¥ h t S ;to® . e~ e
m o ® e e a ¢
21 pY ¥ h ot S to® . e® e” . tE
c ho o " e .a mo ® e e a ¢
‘ih,*a<;"(_e';*q)e(e*‘ 21 p "omtxceo ¥
SsakKn _ _";_ mt  clmebface > Ethdrniet > Ports 3
Port Settings
2[ 1 bY ¥ h t z;to':“. e ™ e~ - t
m o ® e e a @
Jhoa e T@e e 2[1b Tomtxcmo
h > aCRA _TO; e ;. mt310 h
Ve t h m B 2 ACA
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General Settings Link Manager
(o] C Y c m ™ e 0
X a o ’“; -
Backup Link ¢.F ot {b2ySnz (22! bmMnZ 722 WWAN2
bgySYe * h *t 'E h : h ex O mm
221 pmY ¥ h ot S to” e” e -
* mecho o " e a m o B e e a o
221 pRHY * oh t S ;to” e~ e ™ -
* mec ho o " e a m o B e e a o
21 pY ¥ h ot S ;to” e” e~ - tE
c ho o " e a m o ® e e a @
ih,*a<,”‘ee’ e e 2 1 p omtxceo ¥y
SuUKn~ _&t, mt - m~ 2 ntgrface >MEthernet >
Ports > Port Settings
2[ 1 bY ¥ h ot S to* e ™ e ™ - ot
m o ® e e a @
Hh*a(,‘”ee'(*q;)e(e*< 2[|b‘omtxceo
h ’ aCAR A ~0; e T, ., mt310 b '
et h m h 2 ACA
Backup Mode ¢ . % _ h &Cold Backup», «Warm Backups «Load Balancing». Cold Backup
/| 2t R I Ol dzLdy e  ~_t _eo mo ° e
2} NY . FOldzZLly e ~_t _eo ~mo ° e
ha ;e ap 2} NN ok O dzLd e om t
o c h o “ e ’Y-nTh*t")aa’m{La
[2F R . FfFyOAy3dY mco "E' o ~t'E °
Revert Interval >t o7 . mt o a ext 3 otoholQ
ome o e o o mo h® ‘e he e'yz mmo — ° e e
h ° a [ 2fR o6101dzlJd Znan © e~ "~
h a c et b ~ o h ~ t ~ "omt x c e
backup.
Emergency Reboot| "~ > a 't ec” h eo®TQx~t TEY ;toF“ _ __| OFF
oc e OP ¢ ;% .tc 3h " *  hx t E m 0O
e "omt x ce )
h a ,”’é’aYt@)"‘e"’*Y co"‘x’ e 'Y coao " )
- "Link"settingg 0 o Ty t e *“mtho t 'E ¢ ™~ h ™ a t h m o ® e e
0o a e T x tm "y ’“’O;_'fCEh”“oz' e;"”thox*’. ea ™ h ’th)Q(yfa t o h m
ping'”’chom”’ c o T t e ~ ° eomt EY "~ t - > m e o t t
Index Type Description IPv4 Connection Type IPv6 Connection Type
1 WWAN1L admin DHCP SLAAC s
2 WWANZ DHCP SLAAC E‘
3 WAN DHCP SLAAC E
4 WLAN DHCP SLAAC E‘
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"*a t[#eeh” e  ch” o ;Tomot 221 pMmk22! bHy ;toF
WWAN1/WWAN2

Link Manager

» General Settings

Index [1 ]

Type [WwaN1 B

Description [admin l

IPv6 Enable m_]

- * [E—

h ~0; e °oc ¢ 2l dzi2YFGAO ttbh {St8OGA2Yn ot

» WWAN Settings

4

Automatic APN Selection

Dialup Number ["’99"”‘”"1# ]

Authentication Type [Auto

Aggressive Reset m:] @
Switch SIM By Data Allowance Cm @

Data Allowance [0 ] @

Billing Day [1 ]@

|
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Automatic APN Selection

¢! dzi 2 Y

A O

APN

Username

Password

Dialup Number

Authentication Type

PPP Preferred

Switch SIM By Data Allowance
Data Allowance

Billing Day

[ internet

[

[eenee

[=o0===12

[Auto

A IPv6 LAN Settings

Connection Type
IPv6E Prefix

IPv6 NAT Enable

[static

2521:da8:202:10::/64)

Lo~ I

» Ping Detection Settings ®

Enable

IPV4 Primary Server
IPv4 Secondary Server
IPv6 Primary Server
IPv6 Secondary Server
Interval

Retry Interval

Timeout

Max Ping Tries

on

[8.8.8.8

[114.114.114.114

[2001:4860:4860::888

l
l
d

| 2400:da00:2::29

l

(300 | ®
E | @
E | @
E | @

rabustel

It bt m tSﬂf *S*O amA 2hy/ m o & o &

RT_UG_R3000_v.4.1.5
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@ robustel

IPv4 NAT Enable

Upload Bandwidth

Download Bandwidth
Overrided Primary DNS
Overrided Secondary DNS
Overrided IPv6 Primary DNS
Overrided IPv6 Secondary DNS
Debug Enable

Verbose Debug Enable

L on I

[;noao

©

( 10000

l
l
l
l
l
l

|
|
|
[
ov B
[ E3

Link Settings (WWAN)

0 c Y c m ~ e 0 xao T "e
General Settings
LYRSE ~ 0 . t coh Y o . eoa h mec|._
Type _toFhromot t ¢ mo ° e e YO WWAN1
Description ¢ o7 t oc m=e T 7Y 'Hto o mo | Nul
IPv6 T a t ec” h eoTQOx"t TEX ;to”~ OFF
IPV6.
WWAN Settings
Automatic APN |~ ~ " a 't  ec® h eoTQx*t T'EY ;toF ON
Selection oc e O ¢!dzi2YFGAO 'tb {StSO0lA2
- t oa™th™mcmo "e "~ t a'y to B
ot ~0; t 'E Ht x oc ¢ O hx »ex Q
APN ¢, .7t ay to o Tomtxc™ T 7TYinternet
m o B e e YS c¢h omt ™ " heoe o~ "a
Username ¢ .7t avyy co TE‘o ~t Ty T 7Y | Null
m o B e e YS c¢h Tomt ~ " heoe o~ "a
Password ¢ .7t c”ho TE T 7Y _oaaxt hx | Nul
c Tomt ~ — eeo ahmt & a h e a ¢h
Dialup Number | ¢ ot caaxt hx a e oa h 7| xQQrx]g
m o B e e YS ch Tomt ™ "L heoe o~ "a
Authentication |¢ . % h t (! dziznz Ct!'tn . —.|Auto
Type t h o “ e eat mtéheoot “o h * o
PPP Preferred : t o” 0 aaxt h x ao 0 "omtxc ™ OFF
c h "co -t t ~Ee a @
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Robustel GoRugged R300x _ o o "m¢t o ¢ o
Link Settings (WWAN)
[0} c Y c m "~ e [0} xao"‘1"e
SwitchSIMBy |~~~ a 't~ ec” h eoTQx~t "—'EX ;to” . |OFF
Data Allowance |Ht x oc¢c ¢ ©O¢ _om~— ~ —10Q; e 'Y-oe
* hcthx " omt ’ e ~ a t - v e e
h a ;qje"mco"\’E'x tm'y to T'E o =1
B xa’\("’{tha*a ()
Data Allowance |"mt e~ ~— ~~ 't a m’Yy;eo o h|Q
e'mt<a”‘ "x‘(t ”’c*m n"’t’E mt ™t
x ™ ""eo e h~eh-= ~ "~ eteh 59 JA
¥ x "o tto * h ~ 't Eh|Ayeiace > Link Manager > Status 3
WWAN Data Usage Statistic nn ©° e~ ;~ t ot 7
th” T Tee .90
Billing Day t_" .t T e ’E 7 a my;ed tomt|]
t h ~ - T v e e 7 T x 7 t c h m - t
IPv6 LAN Settings
Connection Type| ¢ - _ h t mo " e e > :tof* e ~
yP T D Delegated
m t [0)
IPv6 prefix "mt*eo t mt ~ ot ©om c h
- . B tT o null
e [ b
Enable IPv6 NA]"mt “eo t ~ mo ° e e ¥y -toF OFE
Ping Detection Settings
Enable Tt a t ec” h e oTQOx™ t ~ESX ;to*‘ ON
a 7™ e " a o ¥ e "h*xc’h oem o'y ATt
- t e omt anfoh "“h xet e “'Yoh™
IPv4 Primary ~ h xt " toh Fx® t ¢ e o ~t HB88.8.8
Server a 'YX cto ” c ho h t ES " t e o
IPv4 Secondary | " h "hxt ~~toh Fx® 't ¢ e o ~t 'H114.114.114.114
Server “"h mg“oa eeo a 'Yy ;to* c ho
mo " e e  Lt@no
IPv6 Primary “h "hxt ~~~"toh *x* t ¢ e o "1t
S a Yz to* c h o hotES e o | 2001:4860:4860::888
IPv6 Secondary |- “h "hxt =~ toh “x% 't ¢ e o ~t"g
Server “"h mg“oa eeo  a’Yy ;tor” ¢ h o] 2400:da00:2::29
mo " e e Lt @c®
Interval "mt~eo v et cthom™"d |JAyY 3 300
Retry Interval "mtTeo " et phg TCMomd ptoh” _e|§
“chom a ™ h "hxt ™ t oh * x ".0 *tc hco
: h “ " et h ¥ 7 c¢co t oh~
¢WKS 2 dzi "mt~eo t  h a’ycohlom™“¢@ 'Y LJAY|3
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@ rebustel

Link Settings (WWAN)
Ho'*e*'yhc*m”’e . L0 xao"‘;‘e
Max Ping Tries |"mt “eo = a” m ¢ _o-""chom~ P co |3
h ’“@;"’timx’E'0< mo("*e e )
.';(h._z(m"‘* TOmt' e x to a ™ m a "~
e c h h . e_'o”"'coh o mIX yq;a N
Advanced Settings

NAT Enable Troa ot ec™ h eoTQx*t TEY ;tof” ON

oc ¢ O CbSigspandlatidnR RNS & a
Up|0ad "mt"‘eoﬁ*t( c o ~—omx chocxm_“e Yl 10000
Bandwidth o a _hy axQ | _ %t kmao
Download "mt"‘eoﬁ*t( c o ~omx chocxm_“e Yl 10000
Bandwidth v2{X . a _hwy axQ _ _% txgmdao
Specify the ch T 7yt ommeh eho | t5@{> _ mc o |Nul
Primary DNS [mo  °= e e a @
server
Specify the Jch T Tyt moth e | t8m{Z | mc ol Nul
Secondary DNSmo ° e e a @
server
Specify the IPv6 | ¢ h = 7Ty tDNSmeh eh |t @Fc 3 mc o | Null
PrimaryDNS |mo = e e a @
server
Specifythe IPv6 | ¢ h = 7Ty t wmoth .. | tBp{Z | mc ol Nul
Secondary DNSmo ° e e a @
server
DebugEnable |~ ' a t  ec® h eoTQx"t T'EY :toF ON

Ht x oc ¢ 0V C_’\”Ofot,goﬁ.*e"‘oba”‘
VerboseDebug |~ a2 t  ec” h eoTQx"t TEZ ;tof” OFF
Enable Htx oce O® ¢_"0O;,t, _ -_ 07 cor
WAN
" h Thxt =" toh " toa™th m mmt hocjopfx y  tmtT e ¢ o, MO;
M.':“h”'eo {51 /tne ~h hxt ~~toh ~ toam” th - hm* 3 cmat™x ¥
mo<°*e<em."'"yh|_”"te@0Z{[!!/n(pL e o oto*h™>~ "~ tm Yy - c o
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Link Manager

» General Settings

Index [3

Type [WAN

._.u-_.

Description [admin

IPv6 Enable m

IPv4 Connection Type [DHCP B
IPv6e Connection Type [SLAAC B
o Ten L { GRG0 _TQ et Yo p f gARO e ytpf et ot

mo o t t mt m h m x e 0 a e ’ b

- < - x x * —_— * <

» General Settings

Index 3

Description

Static

[
Type [(WAN
[

Connection Type [

HH
) -

» Static Address Settings

IP Address

Gateway

Primary DNS

— o o
[ W W i —

Secondary DNS
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# General Settings

Index
Type
Description

IPv6 Enable

3

(wan

[admin

\_,H-_.-

I o=

IPv4 Connection Type

IPv6 Connection Type

[Static

[static

A Static Address Settings

IP Address
Gateway

Primary DNS

Secondary DNS

» IPv6 Static Address Settings

IPv6 Address
IPvE Gateway
IPv6 Primary DNS

IPv6 Secondary DNS

rabustel
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h ¥

- * -

mo ot

o h Ztttt 2c9™n

t mt m h m X

o < - ox

co® "TTOmte vy [TYOJn @ _¥oLp @PeTh "

e 0 a e

>

o %<

0]

» General Settings

Index (3 |

Type [wan
Description | J
Connection Type  [PPPoE

Username
Password

Authentication Type

PPP Expert Options

 PPPoE Settings

s General Settings

Index |3 ]
Type [WAN B
Description [ admin |

IPV6 Enable | OFF
IPv4 Connection Type [PPPoE B
IPV6 Connection Type |PPPoE B
Address Mode [SLAAC B

Username
Password
Authentication Type

PPP Expert Options

s PPPoE Settings
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@ robustel

- Ping Detection Settings @

Enable

IPV4 Primary Server
IPv4 Secondary Server
IPv6 Primary Server
IPv6 Secondary Server
Interval

Retry Interval
Timeout

Max Ping Tries

on I

[8.8.8.8

[114.114.114.114

[ 2001:4860:4860::888

l
l
i

[ 2400:da00:2::29

l

200

| @

| @

| @

| @

IPv4 NAT Enable
MTU
Upload Bandwidth

Download Bandwidth

[ 1500 | @
[ 10000 | ®@
[ 10000 |

Overrided Primary DNS
Overrided Secondary DNS
Overrided IPv6 Primary DNS
Overrided IPv6 Secondary DNS
Debug Enable

Verbose Debug Enable

Link Settings (WAN)

Lo c. Y _c m e L0 X a o N
General Settings
Ly'ﬁéé - "t cohy' o . eoa h -
¢ e LIS JtoFh > t t ¢ mo " e e Y | WAN
5SAONRLIIA2 S _ooctm~e %70y 'Hto o mo ° |Nul
"’ a t< e ™ .c(h_(e_o"c"g;x’“t(’“’E
Enable IPv6  ~0: tEkot_~0: tE Lt @co OFF
IPv4 connection type | € - ¥ . h«DHCP», «Static IP»~ «PPPOE». DHCP
IPV6 connection type [ ¢ - _h ot C{[!'!'/ nX"75L1t]SLAAC
Address type ¢.* h ot C{['"!'/n .. T5I1|SLAAC
IPv4 Static Address Settings
IP Address "mt~eo I *h Imt*@Gm m t o a”m | Nul
co’“x;*t’E"omtxc 3 "et<he<tq;
P" " h  m m m t o  19271681.0/24% e~
Gateway "Tmt*eo 7 o XTThAQUMTT Lt @meht 21 p Null
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Primary DNS "mt~”eo ¥ omeo eo o0 5b{® Null

Secondary DNS "mt~*eo _~* ~toh -eo o 5ph{® Null

IPv6 Static Address Settings

IPv6 Address "mt~eo X "h mt*ggen m totoh .a”adNull
co’“x,‘t’E°omtxc ) "et(he(tq:
|P_"’°h<mmm(t<no a”’m_o S e~
2521:da8:202:10::20/64

Gateway "mt*eo v XTThQUMTT Lt @eoht 21 p| Null

IPv6 PrimaryDNS |["mt " eo ~ omed ed o |§IPc > ml Null
mo(* e e a ()

IPv6 Secondary DNS|~ m t e o =  too hh - eho” o| t5@c> , 1 Null
m o ® e e . a ()

PPPOE Settings

Username © LTt L@ ’Y co TETo "t T%F ¢l Null
cho“’“m" hoa

Password ¢t ¢c”ho ~EF ch "omt= 7 INul
cho“’“m" . hoa

Authentication Type |¢ - % h t g1 dzi2zns Ct!tn Auto
t h * 0 “ e a mctheoo o " eht™ ¢pe

PPP Expert Options | ¢ _ . = _t c*h~a th ttt 9ELISN Null
o0 aaxt h x a o ) Tomt xc ™ ctot T 2
T hox o . mtho e *oh~ ttt d
h = ® -~ e~ to ; o m "”C'Ytomq;

IPv6 LAN Settings

Connection type ¢.* h t  mo " e e 5 ;tof
~o * ~eo m ® Delegated

IPV6 prefix "mt e~ T " tchmt” it m: 0t @Pc >

. . ’ Null

mo e e a e [ I b o

Enabled IPv6 NAT |"mt ~eo _~ mo ~ e e 3 -to® .IOFF

Ping Detection Settings

Enable - a ot e.c"< h_(e_o’c?'g;x‘“ t ~TEX :t o1 ON
~_"'O; t 'Eko t_"'o; t E aping.'““ec h - oa
c o 7t X choﬂ(h_ ‘“_t “eomt
a ™ h h x t . T toh” O

Primary Server t*h hxt s~ toh Fx® 't ¢ e o ~8888
“"h mg“ oa eceo a 'Yy to” c
mo " e e Lt @no

Secondary Server ST h T hoxot “toh Fx® t ¢ e o ~114.114.114.114
“"h mg“ oa eceo a 'Yy to” c
mo " e e Lt @no

IPv6 Primary Server |: = h " h x t “toh Fx® 't ¢ e o ~
*"h mgtoa eeo  a’yYy tor ¢ | 2001:4860:4860::888¢
m T e e Lt Jc @
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IPv6 Secondary Servg - ~ h "~ h x t “toh “x® 't ¢ e o ~
*"h mgtoa eeo  ayy ;tor ¢ | 2400:da00:2::29
mo " e e Lt Jc @

Interval "mtTeo 7 et cthom™T |JAY T 300

Retry|nterva| "mt"‘eoﬁ_"’ *et(h_;’”c’\ﬁom'b‘q;tc‘)dltn;”S
ping"- © ¢ hom a*h "hxt ~~toh *x 7
ping_"'chom ;(h('_""*.w 'et(h

Timeout "mt~®eo t  h a’ycohlom™"@ Y |3

Max Ping Tries "TmtTeo " a"cma.to " o AyMRT P |3
._,(h _’“'O, t m'E e~ Thx'o( mo
'Hmth(ee . a(h 5 m’\* TOmt*

_o_"\ : mtho coc.to;'”‘ec(hcorm("‘hq).“
Advanced Settings

NAT Enable "t a t o ec” h eoTQx"t “TEX ;to]ON
.__0;,tEket_"T0O;,tE °2c e, O (b

MTU ¢ _or” a ™ _ m a” T'ge o (’ e ¢ - c| 1500

Upload Bandwidth ¢.,0" co Tom chocxm_ ~e Y ~ " 110000
o a _hy ao “_':“ t km o

Download Bandwidth | ¢ . © © coh™@omx.m ~e 'y m_ =~ .  ~e 10000
v2{zZ a h 'y ao N_“:'*th(D

Specify the Primary | ¢h ~° 7'y t ommeh et | t5@GF{ " Y| Null

DNS server

Specify the Secondary _ ¢ h = 7'yt moth - e .o Pm{ € ¢ Null

DNS server

Specify the IPv6 och 7 7Tyt ommeho eho | t5@d " T Y| Null

Primary DNS server

Specify the IPv6 Jch T Tyt moth e | t8{ ° | Null

Secondary DNS serve

Debug Enable Tt a ot _eoex” b TQO;"t  TUEXY ; to]ON
~_’\'O;*t'EK0t "'O;*I'E 'Ht x oc ¢,
0t""°o;eom e o ha® g 0]

Verbose Debug Enabl = * * a2 ~t =~ ec” h eoTcQx”t “TEY ;to]OFF
~_’\'O;*t'EK0t "'O;*I'E 'Ht x oc ¢,
0t""°o;eom e o ha® g 0]

WLAN

:”"h'hxt*'”’toh ’“Mtoa.”"”‘”th“pw<nn_t* tcoo;"‘x*;*"‘tomﬂp(c”' 2[!bz

.*h*eo 15|/tnq;‘oe_h<te"'y_oe *'xh”"(.;*’Yc*h*a<th
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Link Manager

» General Settings

Index

[
Type [WLAN
[

Description

IPv6 Enable

IPv4 Connection Type

 WLAN Settings

551D [ router

Connect to Hidden 551D Cm

recbustel

Password [ l
h ."Statim 14 "t cenmt co ’“’@;_‘eeo Ytptr@ng > - tm 'y mo ot t
» General Settings
Index [4 ]
Type [WLAN B
Description [ ]
IPv6 Enable m
IPv4 Connection Type [Static n
v WLAN Settings
. Static Address Settings
IP Address [ ] (©)
Gateway [ ]
Primary DNS [ ]
Secondary DNS [ ]
“hhxt ~"toh wonnn e c o "PPPOBVLAN, © , t 't ¢ co® TQO; e Y
- IPvh LAN Settings
Connection Type [Static
IPV6 Prefix | |
IPv6 NAT Enable [_m
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» Ping Detection Settings

Enable

IPV4 Primary Server
IPv4 Secondary Server
IPv6 Primary Server
IPv6 Secondary Server
Interval

Retry Interval
Timeout

Max Ping Tries

@l

[8.8.8.8

|
(114.114.114.114 |
|

[200'.:486[):486[)::588

(2400:da00:2::29 |

(300

IPv4 NAT Enable
MTU
Upload Bandwidth

Download Bandwidth

Overrided Primary DNS [
Overrided Secondary DNS
Overrided IPv6 Primary DNS

Overrided IPv6 Secondary DNS

Debug Enable

Verbose Debug Enable

[ 1500 | @
[ 10000 | ®@
[ 10000 |

gl | |

Link Settings (WLAN)

...0 *G*'Y Lc*m”"e*< ...0 X a o ; e
General Settings
Ly'ﬁéé - "t cohy' o . eoa h -
¢ e LIS to®h~ > t t ¢ mo " e e Y |WLAN
5SAONARLIIAZS o° t oc m=e — ° 70y ‘Hto o m{Nul
T a t e ” .c(h_(e_o’f:"g;x’“t"'"E
Enable IPv6 _~0: t Ekot_"0: tE Lt@co OFF
IPv4 connection type| € - * _h t {51/ tn - ¢{ il |DHCP
WLAN Settings
SSID ¢ .7 .t . {{L5 ot m "o oW M a|router
co " ~0; t 'E mco’“’E'x(a R a ™ h
()*°<_et*** *;ohc'Hed":‘@h‘““Xm*":x'*
"‘(mchoﬁo"‘eom mo_t P
Connectto Hidden |~ "a 't~ ec” h eocQx™t "~—'EF ;to7 OFF
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SSID .__O;ttE®e  t 'E Htx oc ¢ VO 0
”‘”ot"<t ) h<’*a(_"\<et”'
~0*x 0 to : x omtxc®™ mo m _h
Htx oc e 0O
Password ¢. .7 .t ., c¢cghoo MmEa o g T Ty to | Null
_otoeh<oom* 30°*ao co"‘_’“'o;*t’E oM
a”"h'hxt*'”'tohq)
Static Address Settings
IP Address ¢, .7, tr L tmgem mo ot o o a®m o | Nul
c "‘x;*t’ETOmtxc 3 ”et(he(tq;
e ch a h 3 MOPHPMCY PMPMKHN
Gateway ¢ .. athm 2ACA !t o Null
Primary DNS "mt~eo " omeo eo o 5p{d Null
Secondary DNS "mt~*eo ~~ toh eo o 5p{P Null
IPv6 LAN Settings
Connection type ¢ . % h ot mo ° e e S ;to”
P ~o _i A*,Ee;m m:t:q;< C Delegated
IPV6 prefix "mt e T ot chmt ot o me o mLt ¢ 3 Null
mo<°*e<e . a e "~ [!bcp
Enabled IPvV6 NAT |"mt *eo ~ mo ° e e 3 -tor OFF
Ping Detection Settings
Enable o a t . en’”< h_<e_o"c\’o_;x”' t . ~EX s to | ON
_"0;,tEkot_T0; tE aping~"ec hroam
co"\*t X cho~<h X ”’_t*ueomt
Primary Server “h “hxt ~~toh *x% t ¢ e o /8888
”’"h(mK"oa<eeo< a 'YX to” c
mo<°*e<e . ®
Secondary Server “h T hoxt Tct oeh 07 xTt E Ht ot t o 114.114.114.114
“*h mgToa eeo a 'Yy to* c
mo<°*e e )
IPv6 Primary Server | - © h " h x t toh FTx® 't ¢ e o ~
“*h mgtoa eeo  a'yYy :tor ¢ 12001:48604860::8888
mo " e e Lt Jc &
IPv6 Secondary "hoThoxot “toh FTx® 't ¢ e o ~
Server “"h mgtoa eeo  a'yy ;tofr ¢ | 2400:da00:2::29
mo " e e Lt@co
Interval "mt~eo " et cthom™T"p |JAyY 3T 300
Retry Interval "mt~eoet ~h " 7" co® cthoom™ @JAYI |5
ping_""chom< a"h'hxt*"‘toh T x "
ping"- ~ ¢ hom ;‘h<'_’“’°.m et h
Timeout "mt~eo t  h a’vycohtom™ @ Y |]3
Max Ping Tries "mtTeo " a” mag@ _ o7 cmhTmg 3
...<h _""O;*t<m’E e ” °hx'o< m o
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Robustel GoRugged R300* _ o o "mt o co
'H mt h e e a h s m = T omt
coc .to e ch ¢ hem op LJ}\Y'H
Advance Settings
NAT Enable ""’a t et h eoTQx*t TEI ;to*ON
.__T0; . t Ekot _"T0O;  tAHdress Teansitiod»b
MTU ¢ o * a "~ m a™ T 'Ee o ® e c - ¢ | 1500
Upload Bandwidth |¢ o ® ¢ o ~—om chocxm_~e 7y ™ 110000
i h 'y ao * t km &
Download Bandwidthy ¢ _ o © ¢ o Tom chocxm_ ~e 7Yy m_ 7110000
QoS, a h 'y ao 3 - t km @
Specify the Primary | ¢ h °= 7Ty t ommeh eho | t5@{ ~ 7Y |Null
DNS server
Specify the ch T Ty ot moth e |t Bm{ ° T Y Null
Secondary DNS
server
Specify the IPv6 ch 7 7Tyt ommeho eho | t5@d " T Y| Nul
Primary DNS server
Specify the IPv6 ch T Tyt wmoth e | t8{ " T Y Null
Secondary DNS
server
Debug Enable "*’a t e h eoTQx~t TEX ;to*ON
~0: t Eko t ~0: t 'JE 'Ht o to ¥ g o
e oha®™g (0
Verbose Debug "rca t et h eoTQx”t TEX ;to % OFF
Enable .__0;,t Eket _T0O;,t'E Htx oc ¢,
ot ™~ ° ;e o0 e oha”'e* ()
{ G G dza
o ‘Ht o mth ™ e c a o e o comaoth t 'E mt”"atxmm'Y;ceox""o’m’@;’“te
mco TE"o e Y ee . o
Index IPv4 Link IPv6 Link Status Uptime
1 WWANL WWAN1L Connected 0 days, 00:01:12
2 WIWANZ WWAN2 Disconnected
o a t e ™ h ~ e’(nz: h;"‘tox*’@ e.o¥ch *xt '/E mt ™~ t xm co " ~0: e
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Connect

Disconnect

m t

# Link Status
IPv4 Link
1 WWaN1

IPvE Link
WWanN1

Index

Index

IPv4 Link
IPvoE Link
Status

IPv4 Interface
IPv6 Interface
Uptime

IPv4 Address
IPv4 Gateway
IPv4 DNS
IPv6 Address
IPvh Gateway
IPvE DNS

RX Packets

TX Packets

RX Bytes

TX Bytes

2 WWANZ MONE

Status
Connected 0 days, 06:54..

'YZ c o ° m

< * < *

Uptime

1

WWANL

WWANL

Connectad

wwan

wwan

0 days, 06:54:37
10.37.98.229/255.255.255.252
10.37.98.230

120.80.80.80 221.5.88.88
2408:84f3:1034:96f9: 1e:10ff:fe1f:0/54
feB0::4254:95ff:fed5:25d5
2408:805d:8:: 2408:805c:4008::
712

979

47530

80258

Disconnect...

» WWAN Data Usage Statistics

WWAN1 Monthly Stats

WWAN2 Monthly Stats

Clear

L

* <

e WelTi@5o0 c; to ©

. {LaH® _t*t mt

* * * *

Allowance» h ~

RT_UG_R3000_v.4.1.5

o - mt t 'E ? a

LA * < < <

- " *ee . g *x t 0

"~ " Intérface > Link Manager > Li8ettings > WWAN Settings > Data Allowance
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3.7 Interface > LAN

St ot h = -7 ~ ¢ o o Ty ot Xmt ™ eo t 'E mo ot t mt x 0" c "~

< - < -

coht” [ ! bX “Oo;"Y 9¢1 n 9¢I Mm®d 17Y 9¢lep g ¢ lem

a<h< o] e c o h 't [!b'o""<e ”’.t'Ee’“'e"‘;<e_*cf_|.>tn§/_n~q)*'
“Th m” co x192168,071/255.255.255.0.

- —

*

LAN

o xao T":"e 0O mec m mt ‘E ¢ o h't [ b OflOYyhydO st mer &

e*mtho 't  9¢| n _ 7,  Htltelnet> Pofts> Poft Seffimgs _ ¢ hc™h 0t ™ eoa m Tx ;7

*x " t c o a : e ™ B ~ "o 0 . a 0 eoa m moo¥ " e a Z[}\é[j
LAN Multiple IP Status

Index Interface IPv4 Addre... Netmask VLAN ID +
1 lan0 192.168.0.1 255.255.255.0 Q Ex

h a T4 yn e a o’ t FLtUtE x T T e o

— * <

o’ eo e ™ 'Jdttpo® T "o F " t 'E eo . Xrhttq1psx®™ "7 e Tt E
’ c h 'E e~ [#Z ttoé&r a e t 'E o e xh~* ¢ 0O coht" [ b®

» General Settings

Index [ 1

Interface (lan0

IPv4 Address [192.168.2.1

IPv6 Address Allocation Type [SLAAC

l
l
Netmask [255.255.255.0 |
l

MTU [1500 ©)
General Settings
o'*(:;*kc*m""e*< Lo xao"\,
EVRSE St st coh 'y o . ~eoa h mc m_ ~|._
Interface to®h~ >~ t h "~ t hx a. coht ® [|-
o e ”.’\“ T h ™ e A’“'Yo°eo'o *Etherp]e:phto
Ports> Port Settings
IP Address |~ m t e oX " h™ m|"t coh t~ [ b 192.168.0.1
Netmask "m¢t~emo t " o ~a®m_ coht?” [ b 255.255.255.0
IPv6 Addres{" mt ~eo _~ a to" X a*me™ -eé& Myt qh @Ge |SLAAC
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Allocation

Type

MTU <.‘~0" a"’_m*a""“'Eeom <°*e*e. c 1500

...h* 3 Foh Z{SNJZSNJ]“ T, mt h _eo oto*

 DHCP Settings

Enable m:]
Mode |(Server
]
]
]

IP Pool Start [ 192.168.0.2

IP Pool End [ 192.168.0.100

Subnet Mask [255.255.255.0

» DHCP Advanced Settings

Gateway

Primary DNS

Secondary DNS

WINS Server

Lease Time
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Expert Options
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Index [1 ]
Interface [IanO
IP Address [ ]
Netmask [ ]
IP Settings
o c Y c m ™ e (o] X a o 7
LYRSE ~ . * t coh VY o . eoa h mc m |._
Interface to*h=>~ 't h "* 't hx a coht s tf.
IP Address "mt~eo " erX mh omE cgo h[tt™ [ ! b Null
Netmask "mt®eo e m_ o 7TE 9 m 't .9 a”mNull
VLAN Trunk
Index Enable Interface VID IP Address Netmask +
T a t+’;et"‘o"“. o ¥~ tE [ ! bod - m a” T'Ee o o T
VLAN Trunk
» VLAN Settings
Index [1 ]
Interface [IanG
VID [100 ]
IP Address [ ]
Netmask [ ]
VLAN Trunk
0 C Y c m ™ e 0
X a o "‘; -
Ly'FVQSE ~ .o ~ t coh ¥y 0 e 0 a h mec m (-
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mo ot t mt x 0" 0 coht™ [lb 9¢| MD
VID “mt~eo _* L5 t " +[lpb _ €. h ot 7100
IP Address "mtTeor T hT mgeht” +[ 1 bo Null
Netmask "mt*eo " m t Lo a™m coh it~ £ [ ! f Null
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Status

St oot h = -7 ~ ¢ o o Ty t choma™th “t 'E momt o ‘Yye co " -

< - < * - * <

» Interface Status

Index Interface IP Address Active IPvo Address
lan0 192.168.0.1/255.2... 2121:da8:202:10:36fa:.
» Connected Devices
Index IPv4/IPv6 Address MAC Address Interface Inactive Time
1 192.168.0.59 D0:50:99:A9:2B:80 lanQ 0s

A DHCP Lease Table

Index IPv4/IPv6 Address MAC Address or IAID Interface Expired Time
"™ a t e mt h o X momt o ‘Ye Y co*ho”"e""y e oha?®g Y o
m h e (0]
» Connected Devices
Index IPv4/IPv6 Address MAC Address Interface Inactive Time
1 192.168.0.59 D0:50:99:09:28:80 lan0 0s
Index 1

IPv4/IPv6 Address 192.168.0.59
MAC Address D0:50:99:A9:2B:80
Interface lan0

Inactive Time 0Os

3.8 Interface > Ethernet

St ot h =~ -7 ~ ¢ o - o Ty ot Xmt ™ eo t 'E mo ot t mt x 0" c "~
cohgGKSNYySiGs __"0;"°Y 9¢ln . 9¢I mMd 9¢I n e~ a~h " hxt -
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: t . h o e x h * ¢ ® 0’ eo ¥ h ot E o e xh” ¢ 0O mo
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Index Port Port Assignment
1 etho lano #
2 ethi lan0 [
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» Port Settings

I

Index Port Port Assignment
1 etho lan0 =
2 eth1 lan1 #
Index Port Port Assignment
1 etho lan1 #
2 eth1 lano [#

I

» Port Settings

Index Port  Port Assignment
1 etho wan E
2 ethl lano #
¢ 'Ht o a h ~ ® - ao’eo o] e ® hooa tc 'Emh 'Y "m 2e " g h o o] c ™ h ™

Index Port  Port Assignment
1 etho wan E
2 eth1 lano #

» Port Settings

Index [2 ]
port [ethi
Port Assignment [IanCl @
Port Settings
o e Y ¢ m > e . o
xao"‘;”’
Ly'lfaéé o t coh y" o . eoa h mec m_ " q -
Port Lto“h"’”‘(t h(”"‘_t*hx<a.m coht s to 7]
Port C.":‘<h*t< t ¢ coht~ g[ngNyQ[jY c oh 't lan0
Assignment |_ " ; .mt ¢ o ht Tnterfade b LAN >"LAN >"Network Settings >
General Settingg o " eo e~ ~“t ECG'" m™h mk . mo 3
¢tlrynn =7, Qthywmno

RT_UG_R3000 v.4.1.5 HAHND | ® 64/185



Robustel GoRugged R30§0x _ o o "mt o ¢ o F@DUSte|

St ot mto % ¢ ¢co - o Ty t choma®™th “t 'E momt o ‘Ye c o h t

* <

Index Port Link
1 eth0 Down
2 ethl Up
" a t e mt h o X momt o ‘Ye Y co*ho"'e’*'y e oha®g Y o
m h e "ot . e ’ (0]
» Port Status
Index Port Link
1 etho Down
2 ethl Up
Index 2
Port ethl
Link Up

3.9 Interface > Cellular

S tot h =~ -~ ~ ¢ o - o Ty ot xmt ™ eo t 'E mo ot tmt x 0" c -
® “ m TotX~" A OCY o ae co "™ " h > - t o " eo. *hh ta ™ em oo co”
o "eoao” x TEe o oemt h x C- "t xm T chmt s " orMEtacte x M CTat

Cellular Status AT Debug

 Advanced Cellular Settings

Index SIM Card Phone Number Network Type Band Select Type
1 SIM1 Auto Al #
2 SIM2 Auto All #

" a t[# fella MY ;to® . oth "~ t ho ~t'E c¢c*h™a th. @

’ < [— * - <

Cellular

- General Settings

Index |1 |

SIM Card  [SIM1

Phone Number |
PIN Code [ ] ®@
Extra AT Cmd [ ] ®@
Telnet Port [0 ] ®@
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A Cellular Network Settings

Network Type |Auto n @

Band Select Type [AII @

» Advanced Settings
Debug Enable m:]

Verbose Debug Enable Cm

h .”"oh( Z{LJSO)\T@I’] 3 - m t ttmot Cf)"‘mmh.*ZmX)e_irmao

» Cellular Network Settings

Network Type [Auto @

Band Select Type [Specify @

» Band Settings

GSM 850

GSM 900

GSM 13800

GSM 1900

WCDMA 850

WCDMA 900

WCDMA 1900

WCDMA 2100

LTE Band 1

LTE Band 2

LTE Band 3

LTE Band 4

LTE Band 5

LTE Band 7

LTE Band 8

LEEPEEEEERETEE

LTE Band 20

» Advanced Settings

Debug Enable

s

Verbose Debug Enable
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Telnet Port ’ ]

>

13
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]
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Cellular Network Settings

Network Type | € - ¥ _ h “dAuto», «2G Only», «2G First», «3G Only», «3G First», «4G ( Auto

<

«4G First».

1 dzizy ~ t oa ™t : m 0 co” ~0; e
HD hyta&yYy co” ~0; e~ to ~E o m tFE
2G Firste h " co ot t T 'Ee o co” "'O; e
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Band Select ¢c.F h ot T{IP8DATEn D, 0o eo LTt A
Type oo fhr 0 Z{LISOATFENOD
Advanced Settings
DebugEnable |~ ~ ' a t  ec” h eoTQx~t TEY ;to® . — TQON
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Verbose Debug |~ " a t eoex” v  TQ;~t TEX ;to* . TqOFF
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1 Ready ME909s5-120 460015006113059 Registered to home network
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RSRP
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» General Settings
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“ Access Point Advanced ACL Status

» General Settings

Band [2.4G

@

Channel [Auto

Bandwidth [20MHz
]

SSID [ routergsg

Broadcast SSID [_m

Security Mode

WPA Version

[
[

Encryption [Auto @
[

PSK Password

|
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Security Mode [WPA-Enterprise @
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Encryption [Auto @
Radius Authentication Server Address [ ]
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Enable m
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WiFi Access Point Advanced ACL Status
» Advanced Settings
Max Associated Stations | 64 |
Beacon Interval | 100 | @
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RTS Threshold 2347 | ®
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Signal interval "TmtTe” @t th ot T om e T T UYLt oxm
’ h o o "t " 'Ee o c h "’“, moo ~* " 100
mco TE'x Otmy T 7Y o¥ AY T e Y o m X
DTIM cycle “mt™eo “ ¢ h o"™* moo® " e Y °
c h o "~ “oma™ ¢ e ma h x c h
mco TE X tm "y h > a 'He h om h 2
Fx Tox ot c h s ~t ’E th~ a e o~ 7
et h 7" @
RTS/CTSthreshg™ mt “ e o ~ coho - “cbomga g 0 b o
otch™ X @ .o .o coho Xmt * e o e
m e * o ¥ e ™ hx’ e Y ¢ h 7 ot - 2347
e~ ny to . ~ “omtxc ™ xmtho mt " d
c h ® otch™ ) T v e e oI O))
Fragmentation "mt~ eo _~* c¢coho ~ ¢” to T 7Y ~_‘2346
threshold oa e”x ao e 2846, c o xao0 T "oe
Transmissionrate| , _ohomt ¢ h =~ . TTee . ao X ¥
c o xao T-"e O €. * . h «2Mbps»), «5.5|\Hbﬂ8§"},2 n Aut
uto
«B6Mbps», «11Mbps», «12Mbps», «18Mbps», «24Mbps», «36Mbps»,
(nyaoldan . (pnadoldano
Enable WMM T a t ec” h eoTQOx"t ~EX t o * .
* < < —_— — - b JR— ON
WMM.
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Advanced Setting l ROl yOSR
o} C Y G m ™ e (o]
X a o ’“; -
Enable ShortGI |~ ~ ' a 't e h eo©TQx~t T'EXkoto™TQO; tH
DdzZr NR LYGSNBIFf® “to choa ~*xto  a
o ¥ mec : “ 0" * X h eo h a1y = 7
‘ o LT ‘ L e | ON
o h o't o} o} t eo o e t h a o
Tree . xr&gre oqmt ” ’ a o’ t ¢ hx X hmot e
o’ Fo c™ to 0)
Enable AP isolatiol "~ > a _ t  e.”. @@<c* tx T'EY ;toF~ . _T0o;
"o T Ye 't o |m ™ Ht © oc e Y —0
M ' - . ) " OFF
mc h o o] e x mt ho m t S ot oh
©_ h WLAN.
Commissioning [¢ - oh xho ey ot ™" ¢ ¢.% h t one
level 2o NYAY3IAn .. Ty2ySno
i Accosspoint . - 000
» General Settings
Enable ACL Cm
ACL Mode [Accept @
» Access Control List
Index Description MAC Address +
- t+’;et"0"“ "o ™ T ht E gl phec m o oetho ™Yy “omtxc"~
LI
» Access Control List
Index [1 ]
Description [ ]
MAC Address [ ]
ACL
o} C Y © m ™ e [0}
X a o "‘; e
General Settings
Enable ACL " a t e h eoTQx"t TES ;tof OFF
oetho ™Y “omtxc?™ é!/[()q;
ACL Mode ¢.® h t 71 O0SLWIin . . T5SYy¢&Accept
| OOSLIGY ao xt *.tE h* o h o e
mo ot t mt x 0" o ¥ A t * a . ¢
SSYéY*x" t ™ ¢ h e m c ~
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ACL
(o] C Y c m * e (o]
X a o "‘; e
o % A t "~ a . ¢ m_ " oetho ™Y "o
Hh*a<;q5e*<h hxt*'ht‘ohh<aot'|7:_t*
to TE o xmtho m t Y ot oh
Tomtxc®™p o"eo h a eeo @
Access Control List
Index ~ - - t coh Yy 0 . eoa h mec -
Description ¢.,o0" oc m~e vy T 70y 'Hto o mc m_ " Null
MACAddress TT.omME To T Ty gty al |/ Null
o "Ye t o
Status COMPLETED
SSID  routerggg
MAC Address 88:DA:1A:2A:65:9C
» Associated Stations
Index MAC Address IPv4 Address IPv6 Address Name Connected Time
Jhoa e @ o xao_C);”e‘*’Oa“rxéh_xet**’Y"’Zt}\oh< ot ~0; . e”
~0; CAX 2 A.-co0 e 7 mnt 7 x PY e*mtho t a®h "“h xt -

o * o H< @ < *
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.7 et 2 XCA

" m¢t ho - a“h "h xt " t o h . m t - e t ~ 2 ACA

"~ a  tinterfacé > WiFi>WiEi " ;  mt h v oar bt {/ ftASY
Apply».

wei

» General Settings

Mode [Client @
Region [SE ]@
m oa” e t h m o co 'y tmy mto TF e (2[!bnga

Status

~ General Settings

Interface iz " @

LAN

Ethemet
Cellular
WiFi
WLAN

e

a  tinterfacé > Link Manager > Link Settings ¢ ©~ "' a 't e~ eoc _x 2[1 Db T9RA
mo ot t mt x'O"'* c ™ h ™ a t h . 2[!bCD

- < - < <

SSID [ router ]

Connect to Hidden 551D Cm

Password[ ]
T a t Interfacé > WLAR ;to':“. e*mtho t7E ce&€fi™axmm™ea@ ACA h ’ a "
" 0% 50 7 _ao o * ’Y'"Saye"&’g?)my>ﬂe*bégfotm’5\<e“"”' _.h 7 e 7y e*mtho
mt x c - m X @

|
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Status

~ WLAN Status

IPv4 Status Connected
IPv6 Status Connected
Uptime 0 days, 02:01:19
IPv4 Address 192.168.0.87/255.255.255.0
IPv4 Gateway 192.168.0.1
IPv4 DNS 192.168.0.1
IPv6 Address 2821:da8:202:10:8ada:1aff:fe2a:659c/64
IPv6 Gateway fe80::36fa:40ff:fe18:68a8
IPve DNS fe80::36fa:40ff:fel8:68a8

MAC Address 88:da:1a3:2a3:65:9c¢

» Link Status

Signal -9 dBm
TX Bitrate 65.0 MBit/s MCS 7
TX 15352 bytes (193 packets)

RX 40436 bytes (371 packets)

~ WPA Status

WPA State COMPLETED
Frequency 2472
BSSID 88:da:13:2a:65:7c
SSID router888
Mode station
Key Management NOME
Pairwise Cipher MNOME

Group Cipher MONE

» Scan Results see @
Index SSID MAC Address Frequency Signal
1 router888 B88:DA:1A:2A:65:7C 2472 -37 dBm
T to o] e o c o o Ty t m * e h o B S = m "omt xce . {{L5

«Scan Results».

# Scan Results
Index 551D MAC Address Fregquency Signal

|
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# Scan Results ves @

Index SSID MAC Address Frequency Signal
1 Robustel-312-1 04:92:26:C7:3F:A8 2412 -63 dBm
2 Robustel-311 34:FA:40:07:D5:A2 2437 -67 dBm
2 mt7603e 34:FA:40:04:83:CA 2412 -73 dBm
4 AndroidapP 10:D0:7A:C4:54:EB 2437 -70 dBm
5 ChinaNet-Qg7u CC:90:E8:1B:34:23 2467 -78 dBm
6 \x00\x00\x004\x00\x00"x_.\X00\ X000\ X00\X00. . WX00YX00 .
T ChinaMet-2.4G-F411  EC:8C:0A:B9:89:24 2462 -87 dBm
8 TP-LINK_041101 74:05:A5:51:29:A0 2437 -82 dBm
9 ChinaMNet-TwYP FO:92:B4:92:5C:69 2437 -78 dBm
10 ChinaNet-5605 2452 -85 dBm
11 HP-Print-00-Laserlet Pro 2437 -80 dBm
12 ChinaNet-&dfh 5C:00:79:4F:9F:F8 2457 -86 dBm
13 huxin AB:0C:63:17:0A:F4 2412 -88 dBm
14 xiaofan D8:C7:71:17:19:5C 2437 -86 dBm
15 router2gl 34:FA:40:07:.CB:9B 2472 -45 dBm

3.11 Interface > USB

]~ e e . h ~ -~ ~ ¢ o - o Ty ot x m te™te oh t | ca™hh™’ah xtth .-~ 1t b h@ R

- < * < “uEc @ 1

'Y ofeo T echy "ktaae&deo oF mc - e Y o e x h ™ ¢

< < 1< * * —_ Cox o *x

» General Settings

Enable Automatic Firmware Updating m:]

Key

USB Automatic Upgrade Key

DSySNIt {SdadaAry3a . ! {
Lo ey LeLmte 2 °
x ao T~
Enable USB "t a ot ec* h eoTQx”t TEIY ;to o _ _|ON
USB.
Enable Automatic |~~~ a 't e’ h eoTQx"t TE3I ;to*.  |ON
Firmware Updating [© ¢ ¢, O® ¢_"0O; t = 7Y = toca™h. " tem |
cho'h‘aaeofo o’(mc(;(e*'ya’“h’h.xt
e""_oc*t<’“'Y.cmh 0’“'chc""'"aha""et.eao o*(mc< ;. ®
Key
USB Automatic va Ry tof . m e h ho ~tE _1-
Update Key "7y cho o h . ST FT™ _moc  TQ;d ap em T
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3.12 Interface > DI/DO
|~ ee h ~ B ~ ¢ o o Ty ot Xmt™eo t 'E ¢~ h ~ac’Ht b 0r5q_ﬁ(5hq)
et h m TTY wonnnod "et h m 5L ao’ t mco TE"o -
5h a o’ t mco TE"o0 *t 'Em Y -~'Y xc¢ch~” — e Y oa .a X mt h
h * T 'Ee o a h a e o)
Index Enable Mode Inversion
1 false OM-OFF false E
2 false OMN-OFF false E
"™ a t e hEee’@'@ cxh"‘ex”’o m = M mo o t t mt qn h n
«ONOFF».
» General Settings
Index [1 ]
Mode| [ON-OFF n
Inversion
Alarm On Content [Alarm on ]
Alarm Off Content [Alarm Off ]
oo
h . ¥ oh Z/dey'[']SNh - m t h ’ a ™ 0 e o oto¥*h™>
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A General Settings

Index [ 1 ]
Enable [:m
Mode [Counter n

Threshold Value [ 0 l

Alarm On Content [Alarm on l

Alarm Off Content [Alarm Off l

DSYySNYft {SGidAay3aa . 5L
.o *C*’th*m"e*< .o
xao’“;”’
Index R Yoo - eoa h mc m_ " @ -
Enable " a t e h eoTQOx"t TFEs :to*.  T(QOFF
Mode ¢ . % _h  &ONOFF» ~«Counter». ONOFF
ONh CCY xet(h L.m 5L co**(h’*“"(t
e L. 'H"< t h Coym L. X hmo .m xe"E >
X a o ,‘”e* O h ’*a “_’\'o’<e S h( ’ .2
.05, (xe_e,, ,e&__hm_ 0O
ONC_, ‘Ht o a h< ’ La, momt o 'Ye*< "“"h*m
’“_t*“*hou*eo 5 _o'°‘ *et‘h .m 5 L
.o ® tm 'y 'H"< ot mnxo L omo X hbo ey o o )
e’“o"ohothomto'Ye*< "“"hxmeo'o m
_o'°" *et‘h‘<mm 5L co°_"'o;““(tm’y
xhoh . ¢ E 'H"‘ t h ;.M _o o mo e © T~ fo
OFFC,, ‘Ht o a h . ’ La mmeoa’n'too Y L. e - ’:“ h 5 |
’“_t*“*hou*eo 5 o'"‘ *et‘h .m 5 L
““o° tm 'y 'H"(_thx ;. m . to_ e o
e’“o"ohothomto'Ye*< "“"hxmeo'o m
_ o .o et h ) m 5L eot'ih* ’:‘:’(Htﬂmo'v 0
xhon . ¢ ‘E 'H"‘<_th ;.M _o o m 'e'"""” fo
/gdzy'l‘jéNJ{ h > a m. t . ’“mo’:‘.t*m
Inversion "rca t o eg” h eoTQx*t T'EX ;to* . 7O OFF
¢c_"0o; .t _ ¥ ;tor xmt~eo t'E h  a g
Threshold “mt e~ ~ " t coho o o  e* . e _ ¢|Nul
Value e~ . e 'Y mh~*% ot~ t ~ ~h —e. m e
m e~ T 5L Fx° ot cho®o ™ ™"t 'E otm. t
DR ¢, _h Pt~ n"fFo eppomp. o6en” — m
Lhoa et t " oc e, Y Tomtxce™ to TE o
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DSYySNYft {SGidAay3aa . 5L
o} C Y c m ™ e (o]
X a o ’“; -
h > a7/ 2dzy i SNh ®
Alarm On h o omh~®rt . e " ~h —eo o m_ e” 7 AlarmOn
Content
Alarm Off Jh, ™o, e, T~ _ "h ~eo o m —e” ™" otoAlarm Off
Content
h a " e x apo T e (@) mco TE X tm -y -~ “ h e . m e~
(LYGSNEBRAZ2Y N oe¢ ., 0 xho eE a e’y tmwy e* e O
DO
» DO Settings
Index Enable Alarm On Action  Alarm Off Action Initial State Alarm Source
1 false High Low Last DI1 Alarm E
2 false High Low Last DI1 Alarm E
5ho
» General Settings
Index [1 ]
Alarm On Action [High
Alarm Off Action [Low
Initial State [Last
Delay [0 ]@
Hold Time [O ]@
Alarm Source [DIl Alarm
h . % on thztéér] "o omot ~10; e Y ™ h e o
mo ot t mt m h m x e 0o a e ’ b

- < o % % * [— * <

|
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A General Settings

Index |1 ]
S o |

Alarm On Action [pulse_ B

Alarm Off Action  [Low

Initial State  [Last B
Delay [0 | ®
Hold Time [0 ] ®
Low-level Width [10 ] ®@
High-level Width | 10 | ®

Alarm Source  [DI1 Alarm B

|
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Ztdz &S0

m h

* *

m X e

-

@ robustel

Vot oy oh e

< * *

A General Settings

Index [1 ]
Alarm On Action l High
Alarm Off Action | Pulse
Initial State | Last
Delay IO l@
Hold Time [O i ®@
Low-level Width l 10 [ @
High-level Width | 10 | ®
Alarm Source IDH Alarm
DO
o} c c m ~ e (o]
X a o ’“; -
Index - - t coh '¥Y° o eoa h mc m ~ -
Enable Tt A ot ec h e oTQx™t ~Esy ;to* ___T0;| OFF
Alarm On h o o 30 " mth~F~t . ~e t ch ™~ h e| High
Action omx * mt Ty tmy CI AIKnZ [ 26n . .
| A3JKY . mo ‘H™ t h : m x h o
[ 24Y e ‘H™ t h : m x h o e
t dzft &Sy ch mh=*=~t . ~e e h hox
c * h ™ a a X 5'Em e o 0 h ’ a” o
Alarm Off h o o J0 mh ~ %~ t - t c h m e 'Yt Low
Action omx * mt Ty tmy CI AIKnZ [ 26n . .
| AdKY m o ‘H™ t h : m x h o
[ 24Y e ‘H™ t h : m x h o e
t dzf 4 &Y “c*h t " e e h x t c¢ch 'ya
c *h ™ a t h~ 9 acx T'Eme o 0 h ’ a’” o
Initial State |~ _~ ' ,t momto e = ¢ ho o o .90 " ||ow
* {[Ftatnz C1A3IKn |7, L[26n0
[|-é_[jy mt™txm Emt *x & mt momto "Ye 'E o
| AIKY et h m 5h e ™ 507 tm 'y e~
[Qéy et h m 5h e~ go tm 'Yy e~ e
Delay “mt*eo - h a e - h > Ty mh 0
h actx MEM e* xh® h o “ e com™ "
3000 m on T e h h x t acx TFm %
Hold Time "mt~eoh &%y h’mem tyoDge(Alaiyn On Action/Alarm Off Action 0O
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Robustel GoRugged R300x _ o o "m¢t o ¢ o
DO
o . €. Lc*m”'e*< .o
xao’“;”’

‘o'"“v “h(a’Y*( mtﬁQ’Y omt*'merr(\tt”'éHI?”
’(w t P Cﬁ(rﬁjt)((eﬁtc’)n "]"octHcp*po""*t’
.Mt Yoo

Lowlevel "mt"‘eoﬁ*t'E *h*ex e*‘_o'o xhoﬁe’Y(D L]_O

Width " TVEEFENXY hy 1OGA2Yyk!fFENY hTF ! O
) "h"’e_é’e:"\ . ho o o g0 ° ™ +x*(t
ﬁo’“exz_”‘_ x_"‘""eo . c”’h”’a(th”‘o o ac
"h'e”' e _o o x h o e’a(q][)cpﬁ‘%("*t< ot |

High.|eve| “mt ™* eo L t 'E X h e X . .m*oo_mot'xoc <xeh oc“he*’YcQ 10

Width _"_ TVEENXY hy 1P'OGA2yk!fFNY h¥F ! O
) *h~ee . _ e~ 7" g ho o o - 90" " * X
“o"exz_‘“_ T T eo ) c’“h””a(th"‘o L ac
’*h e~ 3 mo_Co“'(o**xth<o~oeta’Ynncp*o onnnn

Alarm Source|" ,  ho o . 00 Texm tootmyy 07 m DIl Alarm
¢.%oh omx " mt Ty tmy Z5Lm !tk NXYY
) g0 ° "‘cxm_““(t mOOt_,(tmt“XO"'(merqf
m*'e‘“"* ot . ho“o'o hgo* (0]

Status

T to o eo co ~o"'Y<t choma"‘th* “t 'E momt o ‘Ye . *et<h .

"ﬁ"h*meo'o mo e~ " mz"*1’tao*”t . oe1‘*mte*otc'E_x< ’ a my;ex Q0

5LmM LA, “5Ym_ e m. t. "~
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Status

(]
| o

» DI Status

Index Level Status Count
1 High Alarm off
2 High Alarm off

- Action Of Clear

Counter Alarm Of DI 1
Counter Alarm Of DI 2

A DO Status

Index Level Low-level Width  High-level width
1 Low
2 Low

» DO Control

Level Of DO1 Toggle
Level Of DO2 Toggle

3.13 Interface > Serial Port

* *

*
*
1

Index Port Enable Baud Rate Application Mode
1 COoM1 false 115200 Transparent E
2 comz false 115200 Transparent E
h o YEEth” e D¢ X mc h ~ ~ ot coht"™ /| hamT ¢ h 'Ht o a

|
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Serial Port

» Serial Port Application Settings

recbustel

Index [1 ]
port [coM1
Enable Cm

Baud Rate

Data Bits

Parity

[
[
Stop Bits |1
[
[

Flow Control

Packing Timeout [50

Packing Length [ 1200 ]

» Data Packing

» Server Setting

Application Mode |Transparent

Protocol TCP Client

[
[
Server Address [
[

Server Port

<

tm oy

{¢NI yaLl NByin

o] e o ¥ cC o “ " e eo

» Server Setting

Application Mode [Transparent

Protocol [TCP Client

Server Address [

]
]

Server Port [

h . ¥ onh

'E'hm,m

<

tm "y o

{¢NI yaLl NByaine _e
e o mo ot tm

—_ - . <

Y
t

» Server Setting

Application Mode [Transparent

Protocol [TCP Server

Local IP [

J
J

Local Port [

h . % o nh
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o] e o mo o t t mt m h m x e 0 a e ’ b

—_— - < - ox * —_— * <

» Server Setting

Application Mode [Transparent

Protocol  {UDP
]
]
J
]

Local IP [

Local Port

[
Server Address [
[

Server Port

h . % onh ZDd‘ﬂleVS(_ﬁd'Z@I’]W(]:: - m t h ’ a ™ c h a e e
oto*h™>" tm Yy o e o mo o t t mt m h m x e 0 a e

< - - < o % % * —_— *

» Server Setting

Application Mode [Modbus RTU Gatewa
Protocol [TCP Client
Server Address [ ]
Server Port [ ]
Jh, . +-70oh Caz2RoO0dza w¢}, DFUuS¢lé&n _, _~, mt __ h 7
oto®h=™""~ tmy o moh mme o d a e mt o)

Application Mode [Modbus RTU Gatewa
Protocol [TCP Server
Local IP [ ]
Local Port [ ]
Jh T oh (az2zRo0odza wt¢)| DFrusglén . _ =, mt  h >
oto®h=~""~ tm Yy o e o mo ot t mt m h m x e 0o a e

» Server Setting

Application Mode [Modbus RTU Gatewa

Protocol [UDP

Local IP [

Local Port

Server Port

[
Server Address [
[

|
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Serial Port
o} C Y c*m""e . .o
) ] xao’“;”’
Serial Port Application Settings
Index ot coh’Y*_o“.m eoa h me m_ " |-
Port to*h""”‘(t e * - e t x " 0 com | .
:t(e*'yq) ) a '
Enable "™ a . t . e.c”‘( h_(e_o’f:"g;x”’ t . ~EX cto S . _""( OFF
com"‘(*o“"‘t("\'Ee.m cochoimd)\(foo'““”’t(m’*t’E"et.
e( omtxc(e(D
Baud Rate ¢c.* h t ZonnnX lcnnni I{mMHAANZI|115200
oynnnnX ¢pTtcnnnz {(mMmMpHnanan . . CH
Data Bits ¢.* h t " ZTtn .7, Tyno 8
Stop Bits ¢.* h t ZmMn .. THNO® 1
Parity ¢c.* h t " Tb2ySnI ChRRn .., 9@ " .t
Flow control ¢c.*¥ h t 7 Tb2ySnx ({2Fdsl NBn -t
Data Packing
Packing Timeou" mt “~eo = ~h ~a e 0 Tte 7Y x¢ ™ o 150
T v e e . ) o’<h<°'EH * X _h otch™
zlbz_o'°" o e omt ot h(a(e* )
h a Pe]”ee . vt xo°0x;t _ottmcth ~ 7]
cu”" Lt s . <m’“* T " e e . N< ’o;nt“
x " ”'eeo'o . co’“(cp
PackingLength |~ _~ ~~e¢ % 7~ e . ¢~ t* ¢ _~“h~a th 711200
o" A a T ee 73 ot . ao’ ot e~ ~c
coht "™ c<h<° otch™ ) cp]m"* X ~ ~ g
T v e e . * X o h ’:“;°_xt odmh ™~ €X e Xy
"’“*e.(p ) ]
Server Settings
Application ¢ . % _h «Transparent» — «Modbus RTU Gateway». Transparent
Mode - ¢NY yaLlF NBydy a~h "hxt ~~toh *x" 1
°"‘ee.( cho "h™ - -eo @
a2Rodza w¢! DFEGSéglFe&y a~h " hxNodbus t ¢
we¢! _ " "ee.  g2RO6dzA ¢/t  otch~ |
Protocol ¢ . % _h &TCP Client», «<TCP ServerJDP>». TCP Client
¢/t [/ EASYyGY a~h hxt. 7" teh yh~E&o ]
m0(°*e‘en1«h£n<h¢o/at¢) s’h(m m<h"<th"’“_
°oa<eeo< oay
¢/t {SNIBSN)Y a~h "hxtm "htoth shthom
™ c hom e "~ mo(.*’:*e«eet*”"< ot ¢/t
'5tY a~h "hxt ~~~toh"h~&o0t~ t _~
w20dzAaGft AylyYy a~h "hxt ~“~~toh ~ toad
T ree . e” wZodzadbhAry] co choto g 7
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Serial Port
L0 o.e, Y[.e mTe i
x ao T-"
Serial Port Application Settings

Index ~o n”‘(t coh’Y’_o“.m eoa(h mc*m_"‘ -

'Ht o c Tt oha?™ xch”“’“<e*'Y ot _0ad
"omtxce"“to"\’E_o ch* co*_“'O;(e**

Server Address |[¢ _ o " ~°h m~* m h  h~ 3 _otoh . e®x”" Null
com"‘("o“"’t("“’Eeo'o coht ™ a‘”h:"*hhx(tm* .
’oa(eeo( S a Yo

Server Port ¢,0o" x_ "~ ""eeo o coht~” m h h* 3  ofNul
com"‘(’oﬁ"’t(’“’Ee 7 " T ee 7 ¢

Local IP @ ¢ o "htma*fthxt ~~~toh~ 5 _otoh . Nyl

Transparent *et<h:e)(htt a‘”h’hxt*"‘toh’”q)

Local Port @ ¢ o coht™ |t [!b a~h "hxt =~ toh~ @ Nul

Transparent

Local IP @ ¢ o® To_"rT"'meom~ | th * a  a2Ro0dza® Null

Modbus

LocalPot@ |¢_o° ~To_~ T Fe & d @aoh g2 RodzaP Null

Modbus

Toa ot e” mto ™% ¢ Z{ljl'ldeé-nZ cto F o chomaoth t'E t

~ Serial Port Status list

Index Type TX RX Connection Status

1 R5232 oB 0B
2 RS485 oB 0B

3.14 Network > Route

] ™ e e R h ~ . 7T co _o Tyt . T a xmt®eo tEHHO ™ tohatfh .

a*h’hxt*z ioet*o*h““'yﬁo e "‘tz_o'"* a ™ h hxt* “ t oh .

a”hxb "¢ FT ° e e oha”g¢ 0O . th= - "*e’“a*;<

a”h "hxt™ g owLt O ho o mco TE"X tmy e o""E'*Q m

a ™ h "hxt - c. . co c h e ¢, cx ) Q'ﬁtooh “h S(_Iuh*’"“ 't"';t’“omh’ . oh ‘cax_t'“*

’““toeoaeom m mt a > _otoh . *mco""E'x<tm’YH Yo TE" O
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Static Route

Static Route

@ robustel

» Static Route Table

Index Description Destination Netmask Gateway Interface +
v a tdeyerto® . ToF~ t 'E mt ~t ©oom “h "hxt ¢ -
Index [1 ]
Description [ ]
Destination [ ]
Netmask [ ]
Gateway [ ]
Interface [wwan
Static Route
o} c Y c m ~ e (o]
X a o ’“; -
Index ~ - ~ t c oh y* 0 e o m ¢ n -
Description ¢ o" oc m~e Y T 7Y ‘Hto o h " h x { Null
Destination ¢c,o "phtm~ ¢ T, _o o gomt . c¢| Null
Netmask/IPv6 address|{¢ _ o m t o~ a”m_ ¢ © 901 Null
Prefix Length
Gateway ¢ch " T e T TO" " a mt” e ™ | Null
Interface ¢.%oh moot tmt x Q" 0 t~ mdwwanl
e ”m¢tho E®
Status
T to 0 e o co o Ty t choma®™th 't 'E mt X m a”h "hxt?~
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Static Route

Status

» Route Table

Index Destination Netmask/Prefix Length Gateway Interface Metric

1 0.0.0.0 0.0.0.0 10.37.98.230 wwan 0
2 10.37.98.228 255.255.255.252 0.0.0.0 wwan 0
3 192.168.2.0 255.255.255.0 0.0.0.0 lan0 0
4 2408:84f3:1034:9_ 64 wwan 256
5 2521:da8:202:10:: a4 lan0 256
¥ fe80:: 64 lan0 256
7 fed0:: 64 ethl 256
8 fed0:: 64 wwan 256
9 i 0 feB0::4e54:09ff:fe. . wwan 1024
10 ff02::1 128 lan0 0
11 ffo2::1:ff1f:0 128 wwan 0
12 ffoo:: 8 lan0 256
13 ffao:: 8 ethl 256
14 ffoo:: B wwan 256

3.15 Network > Firewall

¢ 'Ht o a h ~ ® T, aa_o’’me ot e "om t h'lq ht"E Y oe

mo c omt

~ —~

<

c ohto

-

Filtering
h ~ —~ ~'Et h * ¢ a o
co TE"oO ot - - c o h
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Filtering Port Mapping Custom Rules Status

» General Settings

Enable Filtering

E

Default Filtering Policy [Accept B @

» Access Control Settings

Enable Remote S5H Access

Enable Local S5H Access
Enable Remote Telnet Access
Enable Local Telnet Access
Enable Remote HTTP Access
Enable Local HTTP Access
Enable Remote HTTPS Access
©)

Enable Remote Ping Respond

Enable DOS Defending

Enable Console m:] @
Enable VPN NAT Traversal [_m @

atafalal"lal:

» Whitelist Rules
Index Description Source Address +

» Filtering Rules

Index Source Address Source Port Souwrce MAC Target Address Target Port Protocol +

roe ...= % 2 Y- , % —
a*t*Ze’to . (0] '[E . m C m o Y

» Whitelist Rules

Index [1 ]

Description [ ]

SourceAddress[ ]@
T a t+ et*o0 ¥ "o ¥~ t c h ™ —o TUEt rcpfcq) 2’1
xao"‘"e (0] e""l e Y Z n - ¥ o h :
mo o t t mt m h m Xx e 0 a e ’ b ¢o ‘Ea a y c

RT_UG_R3000_v.4.1.5 HNHAN )

+

94/185




Robustel GoRugged R30§0 x _ o o " m

t (o] c o

@ robustel

 Filtering Rules

Index [1 ]
Description [ l
Source Address [ l @
Source MAC l l @
Target Address l ‘ @
Protocol [!-‘ﬂl n
Action [Drop n
h * o h choto o ™" ¢y 5mnix oz_:_e5otr]oto’“’:“h”2’¢"‘/ttm'y mo ot
Co Ea az_ch a h x 5 'e"‘; e Z¢/tncp
Index [1 ]
Description [ l
Source Address [ l @
Source Port [ ] @
Source MAC [ ] @
Target Address [ l @
Target Port [ ] @
Protocol [TCP n
Action [Drop n
Filtering
(o] c Y c m ™ e . 0
X a o "‘; -
General Settings
Enable Filtering TTa t eoex” h  TO; "t TEX o* . |ON
oce, O . TEth" e, O
Default Filtering Policy |¢ -* _h t = 71 O0SLJin { 5 N2 | Accept
t c” c h ™ - T'Et h ” ¢ e
' OO0OSLIiy a~h "hxt “ t o h x t
co*_’“’o; e > _hoa gomto 3 |
~'Et h o ot *h*m e Y b
SNRLJY a~h "~hxt “ t o h ot *h*m
co*_""o;<e*<z_hoa< gomto 3 |
“'Et h o c h a” o
Access Control Settings
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Filtering
o C Y c m ™ e 0
X a o ’“; -
Enable Remote SSk¢cess| "~~~ a t et h eoTQx*t TEIX ;to” . |OFF
'Ht x oc ¢ (0X0) Jm = 'Ht o t ccrch ™E " o hn
a o’ t co’\x; t 'E T omt xc a ™ h "h
Enable Local SSH Accesg "~~~ a  t  ec h eoTQOx~t TOEI! /Bk®™ . |ON
'Ht x oc ¢ (0X0) Jm = 'Ht o tc oc™'f ""oa ™tth
co’“x; t 'E T omt xc a”h “hxt R
Enable Remote Telnet "Tca t et h eoTQx*t T'EZ ;to® . |OFF
Access 'Ht x oc ¢ Oap™ hym & t HHt o t ’“0;0 e 'E 0" e
a o’ t co’\x; t 'E T omt xc a ™ h "h
Enable Local TelnetAccey "~ > a  t = ec” h eoTQx~t ~T'EX ;to® . |ON
'Ht x oc ¢ o |m ™ 'Ht o tc oc™'f ""oa ~tth
co’“x; t 'E T omt xc a ™ h "hxt "t o
Enable Remote HTTP "ra t et h eoTQx*t T'EX ;to® . |OFF
Access 'Ht x oc ¢ (0X0) |m = 'Ht o t ccrch ™E " o hn
a o’ t co Tx t ' E "omxxXxc¢ T eadh "h
Enable Local HTTP Acces "~ > a _ t ~ ec” h eoTQx"t TE3Z ;to® . |ON
'Ht x oc ¢ o |m ™ 'Ht o tc oc™'f ""oa ~tth
co"x; t 'E T omt xc ah "hxt vt
Enable Remote HTTPS |~~~ " a 't ec® h eoTQx~t ~T'EX ;to® . |ON
Access 'Ht x oc ¢ (0X0) Jm = 'Ht o t ccch ™™g ot hn
a o’ t co"x; t 'E T omt xc a ™ h "h
Enable Remote Ping "t a t et h eoTQx”t  T7EQ@; ;t EKo t| ON
Respond ‘Ht x oc ¢ (0X0) |m = 'Ht o t c ™ h ™ a t h
ot Tt E"eh omp Ay gt " h x 7 opomt
Enable DOS Defending |~ > a  t  ec” h eoTQx~t T'EX ;to® . |ON
'Ht x 0oc ¢ (@YX} |m = 'Htao™th ‘ch™®xht™ a* "ttho
Tt Tt EBHEM o5cg0 ¢ Lt 7 om T T
m t ) h m x h m e "omtxce .a ®
co TE"o ot - (0))
Enable Console "rca t eg” h eoTQx*t T'EY ;to* . |ON
Htx oc ¢ 00
Enable vpn nattraversal |~ ~ > a 't~ ec” h eoTQx*t TEF ;tof”
'Ht x 0oc ¢ (0X0) |m = 'Ht o t c ™ h ™ a t h | OFF
bt ¢ ° 7Y ¢”__,to  DwOK[HCtKtLt ¢t
whitelist
7 e * m ~ o, - t coh Y* ) . e 0 a h mec | --
Description ¢ 0" oc m~e 7y " 7Y 'Hto o *  To | Null
Source Address ¢ch " Ty t ¥ hT ch 7 e - Tom oty Null
* % h m o S otoh . och % h™ 'y@Etam3]
_ " ToeIbh Imt o
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Filtering

o C Y c m ~ e o)

X a o ’“;”'

Filtering Rules

0 C Yl ¢ m ~ e 0

x ao -~
Index ~ o, - t coh y* 0 . e 0 a h m c m “d --
Description ¢ o0o" oc m~e Yy 7 7Y Hto o ch~® % Null

A,Ytz h * * h ’ e-.-/\...ca.o.m KCI’TLDt (ZNUII

Source Addresy ¢ h

TYQOtm o 'yn o m Ho T ® Xamh Ltn‘”"(

o toh ) och(*( ) )
SourcePort |~ _" ""e 2 mto ;e ~~© “"omtxc~ = 07 Null
Source MAC ¢ o " rgth/ m~ och = = eX’h om~ @ go " eo ¢Nul
TargetAddress| . ¢h =  —'y, t 3 h~ h = e T Tdanmhxmoe "y | Null
och B ) YOt m 'V_(*@“’h‘o“a.g J_"‘f:’h_:‘rﬁ da @ Lt
Target Port ¢ o~ €. "< .o o coht™~ 3y otohoax o t| Null
Tomtxc P
Protocol C.¥ _h 2l ffnY ¢/ tnX ) SUDRZ CL/atn |Al
h a e _oa e x tmy ¥ h ™t E ! ff
choto_o"‘*mco""E'ow‘t’E“ ch*’“o’<e**
Action ¢c.* h ot 71 0O00SLiin . I5NRBLINn® Drop
I OO0OSLIGyYy ¢ h ot ™ ot co Tt )
a”h "hxt ~~toh ot *h*m. ot m -
gomto Z_otoh.< mo ot :tmt ;'Ot Ht
| OOSLIGY ch . eh eyt co~ t
a”'h'hxt* “t oh ch*e*a"<t m ™ c h
ot oh mnmo to t x Ot Ht o a x m c ”m X -

Port Mapping

m Port Mapping Custom Rules

» Port Mapping Rules

Index Description Internet Port Local IP Local Port Protocol +

v a tdeyerto® . ToF~ t 'E ¢ h ~ ~* oto*h™> e Y ¢ o ht

1 - * - * < *
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Port Mapping

A Port Mapping Rules

Index [1 ]
Description [ ]
Remote IP [ ]@
Internet Port [ ] @
Local IP [ ]
Local Port [ ]@
Protocol (Tcp-UDP
Port Mapping Rules
o *C*'Y Lc*m"'e*< .o
) xao’“;”’
Index ~_ " o.co"h W o . eoa h mc m_ " @ -
Description ¢ o oc m~e vy " 7Y 'Hto o o to*h™ Nyl
Remote IP ~_" ' r"e  gomt~ 7/ om t 3 _otoh™ Nul
To " TUEeroahx mxt@ _xmto co T e
e ch a h 3y MAOPMNPOPMANPMAKHPP PHPpp PH
Internet Port "mt"‘eo“_'”.co*hstt‘:hae"‘(ht’hxt* ""to(h’”QZonNu”
ao o xt co’\x;*t'E*omtxc L met he
Local IP ¢ o Cthgm~ [lp a*h hxt “~toh~ 3 |Nul
e " *et.c(ohhet<ta"h’hxt*"‘toh"q)
Local Port ¢, o" coht” Lt [!b a”h "hxt == toh| Null
Protocol ¢.® _ h t T ¢M@PNEt ! 5tnT _ "™ ao| TCRPUDP
'[h(':“o“’"e*m T 0 ch To’ e YO
Custom rules
uo’“’E'oﬂ‘t(”"Em L ch"“*"“zto <mt’Ech'“N*’“"z_otoh
CANBGSLEER /dAG2Y wd S _ oto*h~  tmym~™ "~x Q" Y
Custom Rules DMZ Status
» Custom Iptables Rules
Index Description Rule +
» Custom Ip6tables Rules
Index Description Rule +
T a t + ero* o T t ' E co TE o ot T Em 0 c h~ o
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A Custom Iptables Rule

Index [1 ]

Description [ ]

Rule[ ]@
Custom Iptables Rule
o C Y c m > e o}
x ao T-"
Index ~ - t coh Yy 0 . eoa h mc m|_
Description ¢ o" oc m~e Y ch~™ T" @ Null
Rule ~_ " 7e  o"eo o ch* |13 o6f gNull
DMZ

Filtering Port Mapping Custom Rules DMZ m

» DMZ Settings

Enable DMZ [:m

Host IP Address [ ]
Source IP Address [ ] @
DMZ Settings
0 C Y © m ~ e e}
x ao T~
Enable DMZ " a t _ ec” h eoTQx*t TEL ;to* . T|IOFF
DMZ¢ 'Ht o 70 mt 0 ewtbheeo o rm ] 5. x
t 2 _otoh. c h ot eoa m7Tx .~ c
HostIP Address [¢ _ o ™™ "lht m™ gomt ™ 5% o —exth ee |Nul
Source IP Addres|]" mt “eo _~ ~"h m~ 3 ~otoh . a0’ t m Nul
o e~ cf ta " aomt 'E T 7Y TO° 7 ~ " h m o
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Status

Custom Rules Status

Filtering

# Chain Input

Port Mapping

Index Packets Target Protocol Source Destination
1 0 REJECT tcp - = 0.0.0.0/0 0.0.0.0/0
2 52 ACCEPT tcp = = 0.0.0.0/0 0.0.0.0/0
3 0 DROP tcp = = 0.0.0.0/0 0.0.0.0/0
4 0 ACCEPT tcp - = 0.0.0.0/0 0.0.0.0/0
5 0 DROP tcp - = 0.0.0.0/0 0.0.0.0/0
6 0 ACCEPT icmp * = 0.0.0.0/0 0.0.0.0/0
7 0 DROP icmp 0.0.0.0/0 0.0.0.0/0

Index Packets Target  Protocol Source Destination
1 0 TCPMSS tcp - = 0.0.0.0/0 0.0.0.0/0

» Chain Qutput

Index Packets Target  Protocol In Qut Source Destination
3.16 Network > IP Passthrough
-7 a  tNetwerkK > IP Passthrough > IP Passthrokigh ; ® ~0; . tE

» General Settings

] m . a h h x t . t oh _“_h <@;Z <ot ome_‘“;oe'oe<o mx m|tth o
_’“* et ™ . co"‘_""o;*tm'y coht x [!b a™”h "hxt
- t oa ™t m hc on —x ™mt™

<

m t (o]

t

<

hoa @

rabustel

-through.” O ;

o0& “ch
T

-

-~ t o h ™
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3.17 VPN > IPsec

X ‘oc'“meomn:ontmtoh’“g’Httngagég o "y comtho e e . e ™ x h o

otoh . co - o Ty ot ® X a jgomt ™ a * C’Ht co ™ me e oc ho** a™ ee S Em’
D W . D -~ . ~ -~ P ) A

c h . co moet. g e 0 . mec ot _t _ex 0 o tox ot

-~ -~ ~ ” ~

t . . : mte . 9 m< t L. X e t . h e <t (0}

" 7 a _ tVirtuakPtivate Network> IPsec> Gene&al ; t o * . xmt ™ eo t'E ¢~ h™a th
General Tunnel Status x509

» General Settings

Keepalive [2{) ] @

Optimize DH Exponent Size Cm @
Debug Enable Cm

General
DSYySNYft {SGdiAy3a . DSYySNI¢
o} c Y © m* e (o]
X ao -~
“mt ~*eo t h a 'y ’ ~ e Y m
Survival time c ~ t . c ho h > t e omt e ™
. e T - 20
h(mo ob! ¢0 ;<h< h< X Yh e .
c h "ot h ™~ t t 'E ¢ mm: e o t ¥ T e~ p
"™ a t e £ h eo’c“'o’x‘t ~EX t o
Optimize DH indexsize ¢ ¢, O® .o "~ 'Ht™ oc e Y __ 70, . e~ OFF
IV?KEIN\deLme 'Ht o coao * 't mo h ™t t
DebugEnable ""’a 't ec” h eoTQx*t TE3X ;to* .  |OFF
oc ¢ o ¢ ’“'O; t o * e oha® ¢
Tunnel
" coners [T staus 500
» Tunnel Settings
Index Enable Description Gateway Local Subnet Remote Subnet +

|
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Robustel GoRugged R300* _ o o "mt o co
T a t..'.,;et‘”o+ "o ¥~ t 'JE e *mtho t x e e Yo - m a * T Ee
A General Settings
Index [1 ]
Description | |
Gateway | |®
Mode |:TL|nneI
Protocol | ESP
Local Subnet | | @
Remote Subnet [admin | @
Link Binding [LJnspeciFied @
DSySNIt {SddAy3a . ¢dzyySt
o} c Y © m* e 0
X a o ’“;”’
Index ~ - - t coh ¥y* 0 e 0 a h mc m | _
Enable ""’a 't ec” h eoTQOx*t TFEQ@; ;t EKkot__T0O; ON
txee TE LtAaSO®
Description ¢ o" oc m~e Y 7 7Y 'Hto o txee Y L|Nul
Gateway ¢ o " “ " h m "~ - "o a e eo om 2} eh * o] Null
c h "mt o~ ~ry ot ~0% o T h m o
Mode ¢c.® h ot {¢dzyyStn ¢ ¢ NI y a LJ2 NI | Tunnel
¢dzyySty * ceo mco TE X tmy a ]
mt™e g T 0O x Yy T T0 ® m t X t
e g0 7 Y” am >y - * e a @
¢CNF YALRNIY _mco TE x tm 'y a *°x
_oe eo mtC e a Y m T 0 h * mm
gom¢t * ¥ e " ch a h ¥ -~ h o ~ e e n
a ™ h h x t “ tohx ¥ ot ohoa a ™ h "h
a m¢t o a e ” e’“1 e YD
Protocol ¢ .%oh choto o ™~ ® oCcC ™ meomt { | ESP
HtY"mco""E'o ~ e choto o —~ 9{t
1l Y "mco TE"o e choto o " I
Local Subnet ¢ o® ~"h m=® To " T"geo co’"m t m ailNull
192.168.1.0/24
Remote Subnet (¢ _ 0" ~"h m~ x*~ ™ eeo co"m t m a/Null
10.8.0.0/24
Link binding ¢.7 _ h v (221l bmMnX (221 bHunX (2! |Notbound
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h . % oh 2t {Yn o.oomt t c ™ * Xt e t e

- * - < - _—

» IKE Settings

IKE Type |[IKEv1

Megotiation Mode [Main

Encryption Algorithm [SDES

Authentication Algorithm [SHAl

IKE DH Group [DngoupZ

Authentication Type [PSK

PSK Secret |

Local ID Type [Default

Remote ID Type [Default

@

IKE Lifetime | 86400

h . % oh Z/'n - mt t c ™ Xt et e )

=] * - < - —_— ) < - < * < * U K — * *

» IKE Settings

IKE Type [IKEvl

MNegotiation Mode [Main

Encryption Algorithm [BDES

Authentication Algorithm [SHAI

IKE DH Group [Dng{:upz

Authentication Type [CA

Private Key Password [

<l<BH<H<N<H<

IKE Lifetime | 85400

h T oh Ct Y/ {1l MHn vosoomt t ¢ " xt et -

- [—

|
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» IKE Settings

IKE Type [IKEv1

£

<

Negotiation Mode [Main

Encryption Algorithm [3 DES

Authentication Algorithm [ SHA1

%

—

IKE DH Group  |DHgroup2

Authentication Type [PKCS#lz

Private Key Password [

IKE Lifetime [ 86400

h . % oh ZE!dZCIK t{Yn" _c ~ 0 meto o tto ¥ch™ > x tt me"y mo o t

- * - < o — — - < * .o x

» IKE Settings

IKE Type |[IKEv1

Negotiation Mode [Main

Encryption Algorithm [SDES

Authentication Algorithm [SHAl

IKE DH Group [DngDupZ

Authentication Type [muth PSK

PSK Secret |

Local ID Type [Default

Remote ID Type [Default

Username [ l @
Password [ l @
IKE Lifetime | 86400 | @
h . % onh CE!dziK /! n “ooomt t ¢ ~“xt et e

|
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» IKE Settings

IKE Type [IKEvl
Negotiation Mode [Mair
Encryption Algorithm [3DES
Authentication Algorithm [SHA'_
IKE DH Group [Dngoupz
Authentication Type [xAut}" CA
Private Key Password [ l
Username [ l@
Password [ l@
IKE Lifetime | 86400 | @
IKE Settings
.o c. Y c m > e .o
x ao 7"
IKE Type ¢ .* hot LY9 Om . LY9 GHO® IKE v1
Negotiation Mode | ¢ -7 _h t L RAINEHAASSn T Y b i Main
- ) Mq5°Jhm(’m* o|_*teo'o _oe ¢g” txee 7
B e ™ a ;. .m__ 3 h 2 a mo T mo ~e Y
Ht oa m 7™x :~ {1 ao xt * . t'E xmt™~eo
c”ho TE . h e (0}
Authentication ¢.¥ ot CaS5pnz C¢{I''"mnZ C{1l ! H SHA1
Algorithm mco "E‘0 ~e Y  mo ~T"mo "e LYO9
Encryption ¢.T  h v ZoSQ{nZ C!'"9{mMHYyNnZx CC!'|3DES
Algorithm mco "E‘0 ~e Y  mo ~T"mo "e LYO9
059{Y m c o X tEe x t” "My ta h o
oA L
' 9{MHYY _mchd TtEe x t~ 7 pgoyhy ta
h a /.
l9{HpCY mchH TrEe x t* T Hophe t oa
CBC
IKE DH Group ¢c.7  h ot e m ot 51 ° 7Y mo  TYKB).. ~|DHgroup2
¢ .% h ot {51 ANRdzLIMn X 51 3INERdzL
ZSIHNEdzLJMan (51 ANRdzLJmcnZ {51 ANER
*mco’“'E‘o“*e*’Y mo""'"mo " e 70
Authentication ¢.r _h ot Zt{Yr]Z Z/'nZ}ZEIZcﬂzD{K{/II PSK
Type mco’“'E‘oH'”e Y . m o ’“"mon’“e LYO
t{YY ¢h "“"“h t " 'Ee o och B — ee
/1Y ¢e_eth m ht . _"e.
El dziKY h™*m h ee™ 'Y " xt et "
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Robustel GoRugged R300* _ o o "mt o co
IKE Settings
o c. Y ¢ m ~ e . .o
) xao’“,”'
PSK Secret ¢, e¢h ° "h 't T'Eeo och " 7 eeo | Null
Local ID Type ¢ .7 oh ot {5SFldz dn> ¢Cv5bn . 7| Default
5STFIl dzf GY _mcho ME" x _t* ;| tmt T e
m o ~" m o e LYO
CV'5bY *r;co’“'E'x(t t c co Teomt EQO
OCv5bb0 "‘,(mt . *7 e t “to
o - T hmer Ht ~ ocC:’Yz o ° tl<_*a'y
. e " {%Xnx e~ch a h GSadoN
' 4SNJ Cv5byY  mco TE"0 ttt Y Cv5hH
°(et* " toh” ch* m o "””mon"e*
o °xt mtho x oa e ""’Y’\o_””’\
e oa (¥nxz e~ch a h G§Sad%XNERO d;
Remote ID Type |¢ - % _h t {5S8SFldz inx ¢Cv5bn . 7| o
5SFIl dzA Y *_’“m*cho(’ﬁvE'“x L tmo . B elx ao T~
mo"\”mo””‘e* LYO
Cv5byYy _ mco TE"x t t c co Teomt EQO
0Cv5bo Ty Mt Lot D _JmtTo
o - T hmer Ht~* oce YT __ .~ t _ay
. e " 7¥nz e~ch a h GSEGION
' aSNJ Cv5byY _ mco TE"x t toc Cv5hb
’(et* " toh~ Ch, mo"“mo~‘e*
““<°’t mtho x oa e Y To
‘e” oa XNz e“ch _a h G8AGXNROG
Private Key ¢, o”hto o _TO;” "7 t co "xt e Nul
Password
Username ¢ o" ~a e ~co TE'0 "t 7Yy mco TE"| Nul
CE! dzi K t { Yn (E! dziK /! no
Password ¢ o" c¢”ho ™Yy mco TE'x ao o " 7y t|Nul
«XAUthCA».
IKE Lifetime "mt~eo * mho ~ ~x c h mo 7" 86400
“‘mmt“*Y{! LY9 mo ~—"mo ot e o
oe ™ mh * X ’( “mtxc"'<t . m ~x 3 -
mt . e ) m*hoql"‘ o m Tx °
h e ™ VPN > IPséc™ Tunnel > General Settings, oh 7 ;ESEt .o0echote?™dy
_oe 'xh”'c*'y c”“h”“a(tho“ c h “mt*""‘(e* e O
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» SA Settings

Encrypt Algorithm
Authentication Algorithm
PFS Group

SA Lifetime

DPD Interval

DPD Failures

(3DES
(MDs
(DHgroup2
= @
B @
[180 ] ®@

Index
Enable

Description

Gateway | | @

Mode [Tunnel

Protocol [ESP
Local Subnet | | @
Remote Subnet | | ®
Link Binding [Unspecified (©)

» General Settings

v IKE Settings

» SA Settings

Encryption Algorithm
Authentication Algorithm
PFS Group

SA Lifetime

DPD Interval

DPD Failuras

(3DES
(sHa1
[DHgroup2
[ 28800 | @
E E
150 | @

m t

- J— L - <

A$ph oottoo *oh ™™ -

_tm¥y "ot ‘B o

~

m

t

h o
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@ robustel

» General Settings

Index
Enable

Description

Gateway | | @
Mode [Tunnel
Protocol [AH
Local Subnet | | @
Remote Subnet | | @
Link Binding [Unspecified ®@

v IKE Settings

» SA Settings

Authentication Algorithm
PFS Group

SA Lifetime

DPD Interval

DPD Failures

(sHA1
(DHgroup2
[28800 ] ®@
B )@
[150 ] ®@

» Advanced Settings

Enable Compression Cm
Enable Forceencaps Cm @

Expert Options [ ] @
SA Settings
...0 c. Y € m ™ e ...0
xao"‘;”’

Encrypt Algorithm | € - % h ¢ o59{nz C!9{mMHyn . — | 3DES

h= 7 = (tNRG202fnd x@ Te™ :~ .mo "0

m "o ex QO h =7 "¢ 0O o 7™ e X

x*o“"‘<t~oh<e*’yo”:‘"'*oth<":'0“’“e*m(

) m_”“'Y_oe‘*”<ee*“"""Eeomt'E* ”:'<
Authentication Toh ot Cab5pmpEce g {1 T, mn&{ IT{H ! p| MD5
Algorithm ,mco E'o0 e Y ~ mo “T"mo “e { ! ¢
PFS Group ¢ . h ot N/A)», @DHgBolpl», «<DHgroup2», «DHgroup5», DHgroup2

51 ANRdzLMnnXz {51 ANRdzLIMpnZ C51 3INZH

{51 ANRdzLIMYyn = 7Y _mco TE o0 Te Y
SA Lifetire "mt*eo ~* mho ~ m7x’~ {1 Lt a$S0q28800
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SA Settings
o} C Y c m ~ e [¢}
xao’“;"'
LtaSO LY9 ,mco TE'x t a e 'E" e ~
Xm¢t ™ eo — e e a o ~ T 'Ee o ¥ m h o 0o a
o " eoh™e o a X ~o a ¢

DPD Interval “mt™eo - e t h 0 T* ¥ oc oo mr'rht‘”':“;”‘te. 60
o " eoh™e o] o] o] x e comtxc”‘c’@-[tc
o ¥ e ™hx’ e a h t o] o] o] e o h ™e o] o]

o ¥ e ™hx - t a h t o "eoh™e ) .
o e ¢ otch=™ vy t ¢*hytt | thiS0%E cBt
com™ " e ) c * t ™ Lt 38O ot o " eoh
e t h 7 Bth5y oe otch™ —ry ot 5t 5
|m = o * T Ee o e c e co Tx .~ t
e t h - co t oheo o e ho”’t’qheo"‘c
c h tmt 5t 5 |m™ o ~ T Ee
co "t h > * e Y 5t 5 com ™ t o o3 ~
coc t o c o t oheo c *"; S oe m
a ht 5 o "7t {1 SAIKKB . {! Lt 3

DPD Failures "mtTeo ~* h _a_ e o’ "T"e 7y c¢c” 1180

o " eoh™e o 7 x = To 05t 500
Advanced Settings

Enable Compressiof = © ~ a2 t  ec” h eoTQx~t T'EY ;toF” . _| OFF
oc¢c ¢ o ¢ "'O; t m** o6 Toc e x tig tepe
T a t ec* h eoTQx"t ~EI to *

Enable Force¢c ¢ ¢, O® _om~—~ ~_"0O;.,e Yz °" 7> _ _m fOFF

Encapsulation e _"ecmx 7Ye Y ¢ _to 9f{t 15t ¢
ao’coao 'E c¢ h o "o T t E o h * e : t 7]

Expert Options Jo ® "~ Et m Q" oco Te t  T'Ee . ¢ ™ hl Null
oha”t YiesO2oifBRAETL O e~ ch a _ h  LINRG{2
plutodebug=none

Status

St oot h~ " ¢chema™bh 'Y "ttt 'E momt o "Ye t x e e ~Y LtasSodo

- IPSec Tunnel Status

Index Description Status Uptime

x509

¢ 'Ht o a h ~ ® - co TE"oO ot —~'E a o’ t - h x t 'E m h t
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Goneral Tl Stows oo

A X509 Settings ©)

Tunnel Name [Tunnel 1
Local Certificate [| Choose File | No file chosen lﬁ
Remote Certificate [| Choose File | No file chosen lﬁ
Private Key [| Choose File | No file chosen lﬁ
CA Certificate || Choose File | No file chosen o
PKCS#12 Certificate [| Choose File | No file chosen ]ﬁ

» Certificate Files

Index File Name File Size Modification Time
x509
[0} *C*'Y Lc*m"'e*< Ho
) xao"‘;“
X509 Settings
Tunnel Name ¢.%oh ° mt xQ" o txee TVYO Tunnel 1
LocalCertificate "t a t o e” 7T/ K22&aS8S CAfSnz ;to® . |Nul
(ht*‘*_‘”t" m o m“o('o _oac’E’Ot(h‘”
Lo a"h’hxt*“‘tohcp
uh’”“*"’Ee.m o ha ™t ""m"’“ oto*h™""™
@ca.crt
@remote.crt
@local.crt
@private.key
@crl.pem
Remote Certificate| "~ * a2  t e~ ¢/ K22&S CAtSnz ;to” . |Nul
m(ht* *_““t" m *mco"'E'x<ao'o _oac
"‘m"“ mco TE x o a . a ™ h h x t “ to
Private Key ¢.%oh c¢ch=~ ~ T'geo o 7% ©* ho.to |Nul
a"h'hxt* “toh o
Root certificate ¢."oh ~~ ~* _ohe 0o o m ht "l
PKCS # 4¢ .7 oh m=h vt Y[ { | MH Y
certificate B
Certificate Files
"e"‘< m A_’“'."”“(t coh’Y"‘_o“.oo eoa(h mec m_ |
File Name Lto*h""”"(t *a'Y*acoht*ho“”'eeo'o Null
File Size Jto h~ >t h* ~a h o7 omo ht Nl
Modification Time | t o *h =~ 't a 't x ~h a e com™ 7 el Nyl
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3.18 VPN > OpenVPN

¢ 'Ht o a h = -7 - ao’eo Xmt¢t ™ e o *t'E hLJéyicbeo*cnhmﬂo"Yh"'aaeaeP

c h . o ° e m ot h .t .a . m go e . a H_tlot"‘xo"’a’“ZEe_oomt o;@"'fﬂttbe@o m""""’ﬁ?’x
mo % * e Y "‘( "o c *me . g _tmoo;‘ ""“*e*p’é**tm’ﬁ“am*t@“ht’M),(t’: *hx<a .
_oe‘*'xh"'e*'yo* mh<°mt“"'3 x""”’“(eeoto ’omtxc‘cpo:;"‘_h"h
. t ,0_;'“ X b

OpenVPN

» Tunnel Settings

Index Enable Description Mode Protocol Server Address Interface Type +
a ot 4>e®t o™ . o~ .. UE e”mtho . t xee YO 7 _m a
- m t t ¢ ” " xt et e o eo oto*h~>" tm'"y

- J— 1 < - < *

xXmt ™ eo - e e ” (tHtND

|
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OpenVPN

» General Settings

Index [1 ]

Enable

o~
Enable TPv6 Cm

[

(p2P

[None

(upp

[

Description

Mode

TLS Mode

< Q<] < ||
@ @

Protocol

Peer Address

Peer Port [1194

Listen IP Address [

Listen Port (1194

Interface Type [TUN

Authentication Type [None @

Local IP [10.8.0.1

Remote IP [ 10.8.0.2

Encrypt Algorithm [BF
Authentication Algorithm

Keepalive Interval @
Keepalive Timeout @

TUN MTU

Max Frame Size

(SHAL
20
(120
(1500
[
Enable Compression m:]
[0

Enable NAT

Verbose Level

< |
@

|
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h . % oh Z/f)\gy‘l‘jna‘“ o’*;eomtoto”"h‘“”" tm 'y mo ot
+ General Settings
Index [1 ]

Enable m:]

Description [

|
Mode [Client ®

Protocol [UDP

Peer Address | ]

Peer Port | 1194 |

Interface Type [TUN
Authentication Type [None ©)

Encrypt Algorithm  [BF

Authentication Algorithm [SHA1
Renegotiation Interval | 856400 | @
Keepalive Interval |20 | @
Keepalive Timeout | 120 | @

TUN MTU | 1500 |

Max Frame Size

Enable Compression
Enable NAT OFF

Enable DNS overrid OFF @

Verbose Level

L

|
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h . % oh

- * -

- General Settings

<

{ { SNBSS NQ

Index
Enable
Enable IPvG

Description

- J— | I

- <

(1

)

on
Wl o
[

)
Mode [Server Bie
Protocol [UDP B
Listen IP Address | ]
Listen Port 1194 |
Interface Type [TUN B
Authentication Type [None BGé
Enable 1P Pool [ RT3
Client Subnet [10.8.0.0 ]
Client Subnet Netmask | 255.255.255.0 ]
Encrypt Algorithm  [BF B
Authentication Algorithm  [SHA1 B
Renegotiation Interval | 86400 | @
Max Clients [ 10 |
Keepalive Interval |20 | @
Keepalive Timeout | 120 | @
TUN MTU [ 1500 |

Max Frame Size

Enable Compression
Enable Default Gateway
Enable NAT

Verbose Level

h

<

>

*

h . % oh

<

{b2ySn
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OpenVPN

» General Settings

Index [1

Enable m:]

-_.

Description [

]
Mode |Client ©)

Protocol [UDP

Peer Address | ]

Peer Port | 1194 |

Interface Type [TUN
Authentication Type [None ©)

Encrypt Algorithm  [BF

Authentication Algorithm  [SHA1
Renegotiation Interval 856400 | @
Keepalive Interval |20 | @
Keepalive Timeout | 120 | @

TUN MTU | 1500 ]

Max Frame Size

Enable Compression

[

L on
Enable NAT Cm

E

Enable DNS overrid OFF @

Verbose Level

h . T oh {t NBaKlFNBRn . *eomot t e Txt et

|
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» General Settings

OpenvPN

Index
Enable

Description

(1

I

o B

@

[
[Client
[

Max Frame Size

Q0

Mode
Protocol upp
Peer Address [
Peer Port [ 1194
Interface Type [TUN
Authentication Type [Preshared
Encrypt Algorithm [BF
Authentication Algorithm [SHAl
Renegotiation Interval [86400
Keepalive Interval [20
Keepalive Timeout [ 120
TUN MTU [ 1500
[

Enable Compression

< M| ]]< < | <
S U O W L L

Lo B
i o
o

rabustel

Enable NAT
Enable DNS overrid @
Verbose Level [G @
& M Xz A ~
._.h* . Oh( Ztl-a_a_gQN\]?nw_;(mt"< '[*C xt(et*.*_

|
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-

» General Settings

Index [1

Enable m:]

._.

Description [

Mode [Client

Protocol [UDP

Peer Address [

Peer Port [1124

Interface Type [TUN

]
[
E

]

]
E

Authentication Type [Password El @

]

]
[
[

Username

Password

Encrypt Algorithm

Authentication Algorithm

Renegotiation Interval

Keepalive Interval

Keepalive Timeout

TUN MTU

Max Frame Size

Enable Compression

Enable DNS overrid

[

[

(BF

(sHAL

(85400

(20

120

(1500

[

on [l
Enable NAT m

W o |

Verbose Level [D n @

|
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h . % oh

- * - <

~

(- pnd/ ttnet 7 "me,

ot

J—

eco

~

o*txo ¥ h

» General Settings

(1
£l )

LR

Index

Enable

Description [

]
Mode [Client ©)

Protocol [UDP

Peer Address | ]

Peer Port | 1194 |

Interface Type [TUN
Authentication Type [X509CA ©)

Encrypt Algorithm  [BF

Authentication Algorithm [SHA1
Renegotiation Interval | 86400 | @
Keepalive Interval |20 | ®
Keepalive Timeout | 120 | @

TUN MTU [ 1500 ]

Max Frame Size

Private Key Password

Enable Compression
Enable NAT

Enable DNS overrid

@

OFF

Verbose Level

[

[
&1
W o
(0
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h m X e 0 a e

J— % <

» General Settings

Index

Enable
Description
Mode
Protocol
Peer Address
Peer Port

Interface Type

®@

[Client

(upp

[

[1194

l
B
=

l

l
=

(Tun

Authentication Type

[xs0aca password @

Username

Password

Encrypt Algorithm
Authentication Algorithm
Renegotiation Interval
Keepalive Interval
Keepalive Timeout
TUN MTU

Max Frame Size
Private Key Password
Enable Compression
Enable NAT

Enable DNS overrid

Verbose Level

[ l
[ l

& B
[sHa1 B
(86400 | ®
20 | @
[120 | ®
[ 1500 |

l
l

h . % oh

= * - <

2/t ASyin

» Advanced Settings

Enable HMAC Firewall
Enable PKCS#12
Enable nsCertType

Expert Options

{{ SNBSS Nq

L
*
1
N
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» Advanced Settings

Enable HMAC Firewall Cm
Enable Crl Cm
Enable Client To Client Cm
Enable Dup Client Cm
 on B

[

Enable IP Persist

| ®

Expert Options

SNISNh . oy mt h o ar

J— [

{ . . ..
ANTdzr £ tNAGFGS bSGe2NlH hLISy =

» Tunnel Settings

C
*
1
a
a

h . % oh c ™ h™a t h ~ Z
+

1
>
-
-

¥

(o]
o
[}
o
aN|

e

Index Enable Description Mode Protocol Peer Address Interface Type +

» Password Manage

Index Username +

» Client Manage
Index Enable Common Name  Client IP Address +

» General Settings

Index [ 1 ]
Username [ ]
Password [ ]

"ra ot e JiAFEG ;AP yLISYEYG .t E e oha~g 0O o _ T et

* * . * [— * <

Index |1 ]
Enable m:]
Commeon Name [ ] ®@
Client IP Address | ]
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m ot o co @r@bUStel

DSYSNYt {ShidAay3a hLlSy+thb
o} C Y G m ™ e 0
) * ;ao ’“;”'e
Index ~o - t c o h Y*_o“ R e 0o a h m c -
Enable - a t ec¥ h e oTQx™t ~EX ;to* | ON
txee TE hLSYy+tbo
Enable IPv6 “’a t _ ec® h eoTQx*t TEy :to” | OFF
txeeh[jgzyitb*""Y*mco""E'on”e Y
Description ¢ o" oc m~e Y 7 7Y 'Hto o txee T Null
Mode ¢ .% hot (tHtnX T/ tASyiln | Client
TLS Mode ¢ . % _h  &Npne», «Clienty ~ «Server». Tt
Protocol ¢ .% h t «TCP § AStynin -Server». { ¢/ t UDP
Server Address ¢ o m_ BT Romdvd | T Toa e~ x* ™ 7 Null
OpenVPN.
Server Port ¢“o° coht~ m___ o ‘eo o c hom ™x . .1 1194
m h h* KhLSYy+thbod
Listening address |s " h e~ T“'Eeo o m h ~ h~ Null
Listening port oht ~o ™~ "o o m h h" P 1194
Interface Type ¢ .7 _h ot . (¢l bnX ¢¢!'tnz _oto|TUN
h =~ e 9 t c "~ e t h m > xmtho m
xmthommt"oa *¢:b(*l<¢m!t mt_:“do1;];ll
c h °mt”"“"'Y<t mo':“om . htx1 6 Feod
mot S X mé’}qtoom m"tHhot x@ 1 t'Ee o . x m t h
Authentication Type | S - © _ h _«None», «Preshared», «Password», «X509C#&%509CA | = _ t
Password».
LA el e Txt et . _"e,. (bi
to TE o ) h La tHt D
Enable IP Addregs "~~~ a _t et h eoTQx*t TEY ;tor OFF
pool xe_ ¢ O h"mech T " fteo’Yd
Starting Address ch 7 Ty ot e "r."™hTomoc xgT" ofpph .
g e it huSystbo 10.8.05
End Address ch 7 Ty ot _o%” hg mox 7”7 Tyt e~ "e
T~ eita hSyitbo 10.8.0.254
Client Network ¢ o "h m~ 7~ ~etm o m t @ 10.8.0.0
Client Netmask ¢ o" m t o a *m __ _ ..t o 255.255.255.0
Username ¢ o a e o "VEro Tt 7Yy omco 7 Null
{tlaasgz2NRn - C-pnd/ ! tlaagégzN
Password ¢ o" c¢™ho Yy mco"XE xe tao o "¢ Y Null
e C-pnp/! tlLaAag2NRN@
Local IP ¢ 0o° To _* T'Eeo or " h hmt*x@ T"'Ee o o [|10.8.0.1
Remote IP ¢ 0" x"* 7" eeo or°h hm @ T"Eeo o ||10.8.0.2
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DSYSN}Yft {SGidAy3aa . hLISy=xtb

o e, Y c*m""e*< o)
) ) ):.ao’“;”'e
Encrypt Algorithm ¢ . % _h  &BF», «DES», «<DEBE3», «<AES128», «<AES192» BF
«AES256».
cvY 'mco’“f"’E*'tinw "MHyo h ta
h 7, a2 .
59{Y _mcoEt& .t ~ gpoh ta
h 7, a2 .
DESR590Y  _mcolEtre .t " JHguh ta .-
9590 _  h [ [ a
!9{MHyY *mc_“o*’\t’Ee'xwt”:""Mloy*ta
h 7,2 .
L9{MpHY _mcd TrE x t~ 7 oy t a
h 7,2 .
l9{HpCY mcd Trge x t” T yophe toa
h 7,2 .
Renegotiation "mt~eoet *h 7" co toheo o mo % 86400
Interval x © " Tom EY hLISy+tb _ .co e t co t
T omt ’(e** wet(hh’”’“"‘ contoheo'
Maximum number of~ mt “eo ~_~ a® m a® "'Feo o o 7
clients Tomtmeh hx KLY+t bo 10
Keepalive Interval |["mt “eo ~t et h =7 co.""chho'm ()3 |20
cho h t EX "_t* . ’\* txee("Ecp
Keepalive Timeout [~ mt ~eo = ~h a e o’ " ~"e 7Y co” 1120
c h “cxm hLlSy+tb c¢co cho mto
“c¢chom™ *"* "hx'o'o cT_ .t ot
MTU "mt®eo 0~ a®™ _ m a” T'ge o (*xe*€.1500
Data Sharding "mt~Teo 7 a” m a” T"'geo " 7 e . | Nul
Private Key Passwor| ¢ . ¢ " ¢~ ho —7y ~® h .to o _ 70O;" co|Nul
. C-pnd/! tlFAaA&aAB2NRND
Enable Compression =~ > a2 't ec” h eoTQx"t TEX ;to* . |ON
oc e O ©m O t  coto ~ T v e e o) "
s toeoae™"y _’e“@c’”_t‘<’“E Ty “_’
Enable Defaull . x e _ e, |, "T0"" co xao T."e OO0 “OOFF
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Local IP
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{¢dzyySt onz C¢dzyySft nnz C¢dzyySt
Tunnel Mode ¢ . % _h &P2P Mode», «Client Mode» ™ «Server Mode». Client mode
Root certificate ¢ * o h ) - . —~ o h e .. o] ) o] ma;"hht’ih ‘X*t_‘_""t" -
Certificate File " a t e~ [ K224S CAtSnx ;tor --
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Event Notification Query

» General Settings

Signal Quality Threshold [0 ] @

General Settings @ Event
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|
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» Event Selection @

System Startup
System Reboot

System Time Update

L

Configuration Change

Cellular Network Type Change

Cellular Data Stats Clear Cm
Cellular Data Traffic Overflow - OFF

Poor Signal Quality

Link Switching

THT
- @

WAN Up
WAN Down - OFF
WLAN Up - OFF

WLAN Down Cm
WWAN Up OFF

WWAN Down
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IPSec Connection Up

IPSec Connection Down

TRT
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OpenVPN Connection Up

OpenVPN Connection Down -
LAN Port Link Up - OFF

LAN Port Link Down [ ]

USB Device Connect -
USB Device Remove Cm
DDNS Update Success
DDNS Update Fail
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SMS Command Execute - OFF

DI 1 OFF

DI 2 ON
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DI 2 OFF

DI 2 Counter Overflow

E!
»
-1

RT_UG_R3000 v.4.1.5 HAHA 0] 129185

+



Robustel GoRugged R30§0x _ o o "mt o ¢ o @F@bUSte|

(o] C Y c m * e 0
X ao "™
L

LYRSE ~ - t coh y° o eoa h mc m "~ @ --
58S30ONARL¢C_ o° t oc m~e "7y Hto hxece . d | Null
{ SYU { al ’ > a . t . e.c”‘( h_(e_o’f:"g;x”’ t . ~EX to ~ . _"“’O OFF

Jm = XHt "~ e Y ’\’O; e ™ Y a™h "hxt “ 't o

X " e e e 0 a h ~ t - 0oeo coao "”

mo ~ t Y " mt ™~ eo t mo o t t t x 0"

= ) thoee®™?'Y co : - n . *mco E th< Z
{SYR 9VY"~'a t et h eoTQx*t TET ;to* . — TO|OFF

|m = 'Ht o t c”h™a t h ~0:; e S a™h " hx

e ~ X - ~ e e * % h m H™ t hoeeo co

c ho o ® t mo ~ t “mt Y e H{ tt h oneo e

) Zoq)Hnbe(r‘r\“‘_mhoee Y co it n e

a* t ) ec” hﬁ_oc’o_’x t< EX ’to L O

5 h /Qyuuom’\( “_"’O;<e*’Y a"h’hxtx“’toh mo ¥ .| OFF

5 h B e : 0 0 K m o 0 0 x h o e YO
{l @S a2 "~ a t ec” h eoTTcQx~t . TEY o to 7. . __ T O| OFF

2‘_’\’0;x t ) S ,to" m o Oh"e‘ t 'JE mo 7 t* .

RT_UG_R3000_v.4.1.5 HAHND | @ 130/185




Robustel GoRugged R300* _ o o "mt o co
Query

- Event Details

recbustel

Save Position [RAM
Filtering [ l
Sep 11 19:00:53, system startup
Sep 11 19:00:55, LAH port link dewn, ethl
Sep 11 19:00:55, LiH port link up, ethl
Sep 11 19:01:068, WHAN (cellular) up, WHAWL, ip=10.133 43 25
Sep 11 19:01:16, =system time update
Sep 11 19:47:25, configuration change, link manager restored to defanlt after firmware updating
Sep 11 19:47:25, configuration change, link manager restored to default after firmware updating
Sep 11 19:47:25, configuration change, link manager restored to defanlt after firmware updating
Sep 11 19:47:26, configuration change, wia web manager
Sep 11 19:47:41, configuration change, link manager restored to defaunlt after firmware updating
Sep 11 19:47:42, configuration change, wia web manager
Sep 11 19:47:42, WHAN (cellular) down, WHAND
Sep 11 19:4T:44, WHAN (cellular) up, WHANL, ip=10.133 43 25
Sep 11 19:48:50, configuration change, ¥ia web manager
Sep 11 19:45:51, W¥AN (cellular] down, WWAHL
Sep 11 19:48:52, WWAN (cellular) up, WHAWL, ip=10.183 43 25
Sep 11 19:49:04, configuration change, wia web manager
Sep 11 19:49:05, WHAN (cellular) down, WHAND
Sep 11 19:49:10, WLAN up
Sep 11 19:59:33, configuration change, link manager restored to default after firmware updating
Sep 11 19:59:34, configuration change, wia web manager
Sep 11 19:59:36, WLAW down
Sep 11 19:59:38, WHAN (cellular) up, WHANWL, ip=10.183 43 25
Sep 11 20:29:00, LAW port link dewn, =thl
Sep 11 20:34:06, LAN port link up, ethl
9QS5uu I At a
o} c Y ¢ m* e (o]
X ao "™
L
{ @S t2°¢.7 h t mcoogh "@ ® , Y mo T .t (w! § RAM
w! ayY oc h =t e " 'Y ¢~ a 'Yt E
b+ayY He h o e - m a”™ 'y ¢~ a 'Yyt E
TS o * t *x " t ot ~'Et h o “eo0 mo ot
CAf GSNI|. o ( TE ] ] Null
- —_ P Refresh PN —~—pt
X m t eo“ <ee a cC O E 0“ . ,0<ta‘q*) Et hao”
mo * t oto®*h™ tm "y m™ " x 0" a co
*o 7T o " eo o moo*® " e Y ~'Eth~* S e~
3.22 Services > NTP
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» Timezone Settings

Time Zone [UTC+08:GG
Expert Setting | |®
» NTP Client Settings
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PC Time 2019-12-31 10:48:44
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3.23 Services > SMS
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Message
Result
{agSaitAay3
0 C Y © m ~ e e}
X ao ™
)
tKQYS b (¢ " t X " " ee . eoa h t - oe ™ 5| Null
a™h "hxt " toh” @
aSaal3as|c_ =t  moo* " e s otoho a-h hx{Nul
t - ce”™ @
wSadz G . x TEu" mtf g to*h~ - tmy  co ™ h |Nul
@ T a ot eoc x 3y :to® . otech~ t 'E Ot | -

|
RT_UG_R3000 v.4.1.5 HAHA 0] 134/185

+




Robustel GoRugged R30§0x _ o o "mt o ¢ o @F@DUSte|

3.24 Services > Emaill
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» Email Settings
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3.25 Services > DDNS
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mt "~ t o <_"m° hHmm SLt mco T'E" o ) “t 'E T o a . eeo o a Yo S to omo * . e
o B e eo ot 6 _ ot T 0o co” TO; JtEmY "~ oa ao ' ot .
to o 3 s to * _mco TE " o “_”"°th’E m"Z ’_o*t*oeh"‘.am ;Mhm< a 'y ofptt h .a e
ToeTa oom™ h o mo oY TYXftmymed palh "hxt " toh™x  dtofm. e
*et<|:|:eh<0tﬁ‘m°<hoa(pHomt”‘“"'* xm"‘xr c o xao"‘;*e*'o*mco’“

~ DDNS Settings

Service Provider |D\;nDNS

Hostname | |

Username | |

Password | |

X m "X S ot
»~ DDNS Settings
Service Provider |:Custom |
URL | |
55b{{SGdAyIa
o - c Y c m ™ e ) x ao 7
Enable Tt a ot ¢ _ehoc XQ:; "~ t ~EY to*
T T ‘ "1 OFF
cce, O 55b{®
ServiceProvider ¢.F _h ot oomTx T x  5E5H{tn , T(5&PD
Mo tex " 55b{ a0’ t meco ™ DynDNS
h mth™ @ mo o t tmt x 0" a c
Hostname ¢, .7 ,t ., ay gomt® 3 ch Tomt™ T Nul
Username ¢, .t ., ay co TETo Tt 7Yy o och Nl
Password ¢..,7,t, ¢cvho TEFy ch Tomt~ 7 ee|Nul
URL ¢ B t:”"‘h: w[ e “mtho e e . c o TE1 Null
T a t e ~ mt h o X Zeomto'ye nz ;to*. chomaoth t 'E mo
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Status

@ robustel

Status Disabled
Last Update Time
55b{ {4l Gdz

(o] C Y c m * e
{ G Gdza to*h~ -~ ot t x " mt*txm 55p{ P
[ Fad ! LIRIFGS t o~ h~> e Tt h a com ™ e
3.26 Services > SSH
" h " h xt " t o h co " " h > - t "omt x c co c*ho"\’O{{|

Pnrt[zz ]
Disable Password Logins Cm
({1 {Sddry3sa
(o] c Y c m ™ e 0
xao"‘;”’

9ylotS$S T a t_eoex” h  TO;"t  TEI ;tofF OFF

0o c ¢ OoOd .o .o 0o e ’“’o; e S ao’eo

;o {{l @
t 2 NI “mt™eo t c o ht “omtxc ™ c o ({1 ®&22
5AalofS tl|~"a t e h eoTQOx*t T7EQ@,; ;t Ekot __ 7| OFF
[237\)/é ocC*’Ocp Jm’“* 'Ht o t c”'h”'a<th “_’“’O;

COA'E'O ~ ¢ AyY thor-\,E':A,Ynomtx

'Ht o a m’\x;'* Ty 90 ° ~ a o’ ) m ¢

A Import Authorized Keys

Authorized Keys

U Choose File | No file chosen

o

YSea

al yI 38Y8yi

Y
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Authorized_keys Tta t o Z¢.¥h"tE " Tpx o * e ™t
0 ac 'EQt h s - “ ot a e ™ ' a Z”acoht
m o] a ™ h "~ hxt “toh @
h a ,Y’ e™ t ™ 0oc ¢ Y °© m t TEe ~ c h
c™”ho ™ a @
3.27 Services > GPS
¢ 'Ht o a h ~ ® - a o t Xmt * e o t E “ h * a t h e ~

GPS

» General Settings

Enable GPS

Sync GPS Time

» R5232 Report Settings

Report to R§232
Report GGA Sentence
Report VTG Sentence

Report RMC Sentence

Report GSV Sentence

Index Enable Protocol Local Address Local Port Server Address Server Port
General Settings @ GPS
0 c Y c m ~ e = 0
on & & o o PR X a o ’“; e
T a t £ ehoc XQO:"t ~EX -t o
Enable GPS o = s/ 7 ‘ ' —| OFF
GPS.
Sync GPS Time ""’a tc__he~” TQ;~"t TEY ;tor 9| OFF
RS232 Report Settings
Report to RS232 "Ta t ¢ ehoc "XQ; "t TEY ;to o | OFF
Report GGA “*ta t_ e* ¢ h_ _~Q."t ~Es * | OFF
Sentence
Report VTG "*a t  e” ¢ h__~p:*t ~Es * | OFF
Sentence
Report RMC "*a t e~ o h_ _~p:*t ~E3 * | OFF
Sentence
Report GSV "*a t e~ o h_ _~p:*t ~E3 * | OFF
Sentence
_h T oh ¢¢/t [ fASyildn . _7; mt o c o o 7" o e
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A Server Settings

Index

Enable

Protocol

Server Address

Server Port

Send GGA Sentence

Send VTG Sentence

Send RMC Sentence

Send GSV Sentence

o

-

:

TCP Client

V)

h . % oh

L
*
1

<

A Server Settings

¢/t

Index

Enable

Protocol

Local Address

Local Port

Send GGA Sentence
Send VTG Sentence
Send RMC Sentence

Send GSV Sentence

{ SNIS NQ

~

[y

ct hmot t

-

0

C
*
1
~

i 5tn .|

-~

choto

o]

~

*

[—

0o
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M
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A Server Settings

(o] m t

T

@ robustel

Index [ 1 ]
Protocol | uDP

Server Address

Server Port

<

Send GGA Sentence

Send VTG Sentence

Send RMC Sentence

Send GSV Sentence

LEE

Server Settings

[0}

0 C Y © m ~ e =
= . < X a o "\;”"e
Index - - t coh y* o . eoa h mec| --
Enable “a_eoa@ b TQO;"t TEY ;tof* | ON

e"‘mthom_x m(h“(h* Dt{q)
Protocol ¢ . % _ h«TCP_Client», «TCP Server» «UDP». TCP Client
Server Address "mt~eo t " h m ¢/t [fASYGD |Nul
@/t [/ tASyd
Server Port "mtTeo xt€* cekwm b ¢t o Null
@/t [/ tASyd
Local Address "mt~®eo t  To "~ 7T'ge . " "h my3 INull

TCP  h_ h O
Local Port "mt~eo t "o "~ 7ge . coht ¥ ol Null

TCR b h
Server Address @ UDP|" m t " e o TCP ~h" h hm~ ¢ Null
Server Port @ UDP "mt T eo ot cohm "~ ™ eqgeo o ¢/|Null
Send GGA Sentence tch~ Et e oha”¢e¢ 'O DD! o | OFF
Send VTG Sentence teh~ ~t'E e oha”¢¢ O £¢D °| OFF
Send RMC Sentence tech® egtoha”™ ¢ O wal coha~”t | OFF
Send GSV Sentence tch~> ~t'E e oha”e¢ O D{zx °o| OFF
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* mto g e (. tT"txmpgy :to . chomaoth t 'E mt *t
€

<

Status

» GPS Status
Status
UTC Time

Last Fixed Time

Satellites In Use

Satellites In View

Latitude

Longitude

Altitude

Speed

Dt { {41 {dza

o c Y c m ™ e
Status Jto T hme ot mt® txm Dt & YY" L b OZEI‘]Z_Z\E
UTC Time Lto‘h <t :¢/ mcxte* onzto (mt'E“m<
Last Fixed Time to*h~> "~ t h a "y com™ " e o c¢co - ¢ oe h
Satellites In Use tof*h~>* 't o7 . mt o mco TE' X a.g mcx
Satellite In View to®h= "~ t o - mt o mcxte 0 co ™
Latitude to*h™~" ™ t mt ™t xm ’ h ot . a ™ h h x t “ t o h
Longitude to*h=">"~ 't "o otx a~h ~hx:t " toh™ @
Altitude to*h~"~ t mt *thxom e amoato h g ~
Speed to*h~"~ t o h "oet™ T'Eex O m ohomt 'E a™h
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T a t e ™ mt o 7 CZ\"'ht‘“nz,to”’ chomaoth t 'E Ot
i /! La i i .- " L ¥
. 4 ) ‘? ﬁ v P —— i I, | e
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F A | ’ﬂ*ﬂ Kexue svenve m 1;‘5 |
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s g i % # 5’... ES
W S EE : WHEE (2iR) L] h PR
% | : wan 8 B I} p
w : o T BD s s ﬂ%
" Ul L 515 1
g Y
N jﬁ i /L ME ' e
o 20
GAAGT 5T B )
2
=
g.
&
L]
&
ar
/Jf
, )
Y -
\ ¢; g !
' /
| oy r
—— 1 ﬁ /
BEEN H!l&'#) - | &= /
’ !
A ] ;
View In New Tab
3.28 Services > Web Server
S tot h ~ -~ ~ co o Ty t ~ a “a e 'Yt 'E ¢ *h™a th . 2 §p

< - < - * < <

Web Server Certificate Management

» General Settings

HTTP Port [80 ] ®@

HTTPS Port [443 ]@

Basic @Neb Server

—~ , ™~

X a o
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@ robustel

HTTP Port 9 : t e 0 a h coht™ |l ¢¢t = omt ohh . | 80
a™h “hxt " tm hir @ h” " o dF t ¢ oyhpt ¥ oto
Zm"\x - t n - o’ s t -c70 T xe it EBLYPE N
a ™ h "hxt ™ t o h m * h x a e 0 a h o a c
‘Ht o t e 0o a h coht™ ¥ m ma oh a ™ h "o x
HTTPS Port ¢ " .t _ eoa h coht® | ¢¢t{> _otoh]443
h a~hh "hxt Yt hi @ hT Mttt cgafd X
h h {m X - tn - o’ T Tt ecto™
e “mtho t 'JE a ™ h "~ hxt ™ t o h m “ h x a
"o Y to TE o Ht o t eoa oh h ohh * ¥
a ™ h x h “toh” ¢
h a Pel ¢et * o T * oc ™®m e 3
- et ao Xt o % a e “t 'Em Y 0o e
m h hoa ¥ ot oh e 0% 50 7 ao .o
e m "~ e ¢ oe h o ~ e e Tomtxc P ) 'H
h~  h~* 0ot~ choto o7 | ¢¢t -~ 7Y ~
* 0oCcC “meomt t h~e - I o)
m h t
- Import Certificate
Import Type [CA
HTTPS Certificate [\ Choose File | No file chosen ]m
/| SNGHAFAOFGS al yl3SySyi
o] C Y © m ™ e 0
X ao -
L YLJ2 NI ¢ .7 h«CA» ~«Private Key». CA
/] 1Y ¢ h o o m h t "t 3 T v e e
=~ h t "’o; Y - - ~ h t o 0 4
| ¢ ¢t { Tt a ot ¢ ."h~"t E *_ Tnr ;tor” e *
| SNIATFA( oac EQOt h s - ~ ot a e ™ a t {7 acoh
m o] a ™ h h x t “toh o
3.29 Services > Advanced
St oot h ~ ® ~ ¢ o o Ty t Xmt ™ eo t 'E " oco Te t ~'Ee
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System Reboot

» System Settings

Device Name [router

User LED Type |None

- System Settings

Device Name [router

User LED Type [None

None
OpenVPN
IPSec

@ robustel

- W

{eadsSy {Sidday3a
0 e c*m"e*< .o x a o 7
5S@A0S |-~ "~ _t oa’y xmtho mt ~ 35 -tof h = fa~h "hxt
xmtho mt T T oc xp AZ, 69, @,./3 a5 op™— . Y Fl
PASNI [ 9" _ "t t ¢ oto®h~’ e vy "«Nonex», m |7t
«OpenVPN», «IPsec»  «WiFi».
bgyéy e e, Y *(mma m ™™ ee”* s m
hLSy+tbyY _e” _~toh I {ws co ~ )
Lt aSOoy e” _"toh [ wy co_ ~ R ¢
2 ACAY e°* “t oh l{wsz co_~ - (oM
_h o a ;P eqoe t  TEe . m " e Y o ® .
h ~ ® . ’“‘ {HOH .. (to**o"e . *e** ot
» Periodic Reboot Settings
Periodic Reboot [O ] @
Daily Reboot Time [ ] @
Reboot
0 C Y c m ~ e e}
= . . > . . < ;ao'—\;~
t SNA2RAO|"mt *~eo t c h o~ c h “ h x a0
ot . -0 : j ; . : [0) < ) < < ' *
51 Afe wS["mt~-eo t T e o h a'y ¢ _n Null
m™ "o “;’E< oha_”'Tm; b;y"e'; hH"’|-|<"‘<
""";e ) *x"‘xlt e 8 r;t t "\n’Ee“a <q;“
ot_’“'o<;<e* .o < o o < * )
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3.30 System > Debug
S tot h ~ ® ~ co o Ty t “ a c ho h t E - h x t E
» Syslog Details
Log Level [Debug
Filtering [ l @
Sep 11 21:00:58 router user.dsbug rping [4658]: rowmd-trip minfavg/mas = 141.447/141. 447/141.447 m= -
Sep 11 21:00:58 rowter user. debug link manager [3986]: recw action ping_success from rping
Sep 11 21:00:58 router user. debug link manager [3986]: target link WWANI, state Conmected
Sep 11 21:00:58 router user. info link manager [3986]: WWAN] ping test successz
Sep 11 21:068:58 router user. debug link manager [3936]: WWAN1 (wwan) start ping test
Sep 11 21:05:58 router user.dsbug rping [4T18]: start ping 8 8.5.8 (wwan)
Sep 11 21:05:59 router user. debug rping [4T718]: PING 8. 8.8.8 (8 8.8.8) from 10.18 11.133: 16 data bytes
Sep 11 21:06:59 router user. debug rping [4T18]: 24 bytes from 8 8.8.8: =zeq=0 tt1=51 time=139.263 ms
Sep 11 21:05:59 router user. debug rping [4T18]:
Sep 11 21:05:59 router user.debug rping [4718]: ——— 8.8.8 8 ping statistics -—
Sep 11 21:068:59 router user. debug rping [4718]: | packets transmitted, 1| packetsz receiwed, 0% packet lozs
Sep 11 21:05:59 router user.dsbug rping [4T18]: rowmd-trip minfawvg/maz = 138. 263138, 263,139, 263 m=
Sep 11 21:05:89 router user. debug link manager [3986]: recw action ping_success from rping
Sep 11 21:05:59 router user. debug link manager [3986]: target link WWANI, state Conmected
Sep 11 21:05:59 router user. info link manager [3986]: WWAN] ping test success
» Syslog Files
Index File Name File Size Modification Time
1 messages 77945 Wed Sep 11 21:05:59 2019 a
A System Diagnostic Data
System Diagnostic Data
{eat23 5801 Afa
0 C Y c m ~ e e}
X ao -~
L
1" ee {&af 23
[ 23 [ SOS° -7 . h«Deébug», «Info», «Notice», «Warn», «Errors, .~ x .h ™ St
e e a xho e .o " tm 'y o7 co "
>x he™” ™ o
CAfGSNAY S =~ t_  moo** e — ~ vy “FEth~c [Nl
” —~ . . & -~ .on —~ |
mc o E x _t Zgnz,to . h . CUE
e*ch a h 71828¢2NRM3]S862NRHNO
Refresh ¢ .7 _ h«Manyal Refresh», «5 Seconds», «10 Seconds», «20 Seconds» . ~ & o _
«30 Seconds®. - 0od t .7 h~tE CHt et h 7| hx ;ex
e oha” g 0O xhe* ™ 5s oto®*h=">"* ax 1
ZYlydZd t NBFNBAKnT m™, " x t e~ ~t°E
m m t a e >x he™ T o
m a ot _eoc x B mtto "a e om,*nxth*et’E‘q) -
m aﬁt(_eoc_xz’tO' 0'60“*tEm*__
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{eaf 23 CAf Sa
{eatz23 g - ao’ it oto™h™ "t 'E e o T o p .7/
oa _e” T o _"h E hx Otm 'y ot YyS$aal
“ m7Tmt ae o 0 ' x he™ ™~ *ox " t c o a -

< <

{eadSyYy 5AF3Iy2aray3ad 5 Gl
" a ot ¥ cto¥ . mo """t E ~ -~ - ~ e |/
- t S ;to* . o h x - t 'JE m e h h

+ * T < < *

3.31 System > Update

St ot h = -7 ~ ¢ o - o Ty ot o *eo t 'E ¢ ho ~’ xSyStem§gpa‘atE>x a o
SystemUpdate e~ ¢/ K22&$S CAftSnpnx ;to*. e~ t =~ ~ cho '~
o ¥eo T e Y b om 7 .Foh™* com QLEES o Ft. em: "~ t Fhoh'o ¢ mm
hogeg mm o ¥eo — e Y a o’ t T e 'Yt 'E e m o T'E o a ext p -
o ¥eo ~ e Y ¢ ho
uh*a<;q5e*t<0'. c o x;*t’E'omtxc_com <'e<m "<hm** c h
t e X

Update

A System Update

File || Choose File | No file chosen )| update
Update
o c Y c m ~ e [o}
X ao -~
)
System Update "™’ a t  |ChooseFile ¥ x; to® . . %h~t 'E ch~ I Null
* 7 a D vt Z cat ot¥ . oe¥oeco  x
X mc eo o o0%eo ~ e Y e 0% 590" ao
Tt a c h T h x - t 'E a ” h " h xt T to
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3.32 System > App Center

St oot h ~ "<" co No"Y t °o”’”’u’“Yt E . a*"‘h"* he(”trrlt'l’f"t*oﬂh‘x<aa(
ch*’“o’<e*ch ”acoht*hxwt< . xmt”“eo"*t< ch*"‘o’<e*'Y"
mootﬂ<tmt“** m co " m - “a* m*mt<a q)‘”"°o< xmt”“eou’“
C{SNBAOS&anz =~ “hx —  +e¢by dx et Ygte? y "Te Enym a e Q
uh*a<;”'uer11<’"<cp*acoht“ <:h*"‘0’<e*m . a“h’hxt* “ t oh ot o~
”'*<h’_‘x o

H *h ™~ x h ~ o o a e " x tmy me®™ .~ 7" o - mt t E 'H’ *

J— < _ < — < < ’ [ - * J—

For more information about App, please refer to http://www.robustel.com/products/app-center/.

- App Install

File || Choose File | No file chosen | instan

Index Name Version Status Description
1 language_chinese 3.1.0 Stopped Chinese language x
App Center
0 C Y ¢ m ~ e 0
x ao T~
LI Lyadlff
File "t a ot 7/ K22&S CAtSnT ;tof . e~ t |
0 ac 'EQOt heZ’”a@z a to® . acoh-'t h o
a ™ h “hxt " toh o
h a ;@e oha~t * . TRxxpR @ " cehR3BOQ N E
robustlink1.0.0.rpk
Lyadrtt SR ! LKA
Index ~ o bt t coh Yy* 0 . e 0 a h m ¢ m “ Q-
bl YS t o*h > tc he "o ™ ee Y d Null
+SNAAZ2Y to*h~>~" t  hm ©O ch To’ e YO Null
{ﬂl-ﬁdzé to*h=~>~ t m¢t™®txm c¢h o e YO Null
5S3AONRL to*h~>~ t oc m=~e 'Ht © o ¢ h o ° e | Null
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3.33 System > Tools

IP Address |

Number of Request | 5

Timeout | 1

c o ¢TI0 SNER dzli '#

@ robustel

t h{ v A FeSINU a

Local IP |
E23
Ping

0 C Y © m ~ e e}
) ;ao"‘
Lt FRRNBZ®_ , ~ 2" h |Im cxe t~ e” "e” . e Y LIAY/|Nul
bdzyo SNJ 2§~ _~ t o T s omit “chomo LAy 3|5
wSlj dzSa i a
¢ AYS2 dzi STt oh avy o e Y "T"chom™ 171
[20Ff Lt |[~_~’  t _~ ToX™m'pe .  [moto o 21 b3 |Nul

[ bd bdz £t o e~ " ©_toa™t h. mn

th oo

T a t Ht x e 0c > to . e x m ot | Null
m 3 m’\i")‘(’o"'(a co"\z)

- a t ‘Ht x _eoc S ;to” omt¢t ™ e o | -
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Trace Address [ ]
Trace Hops [30 ]
Trace Timeout [ 1 ]

¢ N} OSNR dzi S

o] c Y c m ™ e 0
X ao "™
L
¢NF OS ' RAS. . ° a"h m —  “oa e e” e~ : e Yy {Nul
¢NF OS 121 _~ t_  a*_m a Eeo ~_o 7T ; mt o 130
“h " h x t “ t o h c h h * t t t h*mm h o
th mm ho T omt e t a® m a™ TEe
'omt*'ext c xe e e ,<e*’Y* . e
¢NI¢ASS2dz~ _ -t _h_ay o’ “~e 7y "“chom® {1
m t (0]
m a*t‘ Ht x _eoc x ¥ cto T : cXxXmt | ..
m e * ™ co m t 5 >xhe™” ™ oto®*h~
a*t‘ Ht x _eoc x ¥ s to omt e 0 | -
m e © T~ co m t (0]
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Sniffer

@ robustel

Interface

Host

Packets Request
Protocol

Status

[al

[

[1000

Al

)
)

S

Start

» Capture Files

Index File Name File Size Modification Time
1 19-09-11_21-18-43.cap 52420 Wed Sep 11 21:18:54 2019 0 x
Sniffer
o c Y m ~ e [o}
x ao 7"
Ly[jgNJq:|.c“)§ * ooh t et h m mo ot tmt All
| 2430 TVEt h x t c "~ t S mXo™h hm ¢ " x| Null
t01Sia w t “eo t eoa h ¢~ t 3 otoh 1000
h > o
t N2G202¢ Toh ot glffnT CLtnz C¢/tnxX T 5|Al
t 2 NI t~eo t eoa h coht™ 7Y ¢/t Null
h @
{ G {dza _ " T UE t Xt mtTitxm ome _h 7 Nl
m ! t ‘Ht x e oc x ¥y ;tor” “eoxmot | ..
a t_ e oWt xx ¥y o to” omt ™~ e o t 'E m el .-
oc Xx eo - ~ > xhe™® ™ oto®h~
[+ LXidNB ¢." " . _ h- xhe~ ™ me  h~ * toa]Nul
-~ .0’ eo e ” t - - 'Ht o a . C
a tEze tto” “ hx © t EXSxheo T3
Tt E - — 2 xhe” ™" O e a o’ t
3.34 System > Profile
¢ 'Ht o a h ~ - ao’ eo ac o h h o “tE - 'H moc o ht h
e ”mtho “h “hxt “ toh™ c X ao T -™e (OX0)
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Profile Rollback

» Import Configuration File

Reset Other Settings to Default - OFF @
Ignore Invalid Settings - OFF @

XML Configuration File [| Chaose File | No file chosen l

» Export Configuration File

Ignore Disabled Features Cm @
Add Detailed Information - OFF @

Encrypt Secret Data m:] @
XML Configuration File

» Default Configuration
Save Running Configuration as Default m @

Restore to Default Configuration Restore

@ robustel

Profile
.o *C*'Y Lc*m"e*< .o
xao’“;”’
LYLRZRY FAIGNI §A2Y
wSaSi hGdKSN mt~eo t ¢ h  7Q;"t 7T'E _ co TIOFF
5STFIL dzf °hx'*‘ c*h=~a th. e*mtho  ~a
LIYy2NB Ly@l"mt~eo t ¢ h _—~Q;"t TE _ co T|OFF
e oh o "t E e Tocxmt a e “mt
a[ /QY:Ff\adr""a*t‘phooseFileZ ;tOé'. e"'mt* ""m"‘ (-
m o a _oac EQt h ZMt;aoEf’a
*acoht*ho“”’t’E 'Ht o t ‘”'m"ﬁ a ™ h
OELBRANFTAIGNI 8A2Y
LIyRNBl 6f SR"mt~“eo t ¢ h _TQ;"t TE _ co T|OFF
*'eoh* on"t'Eot_’“’o;<ee . o xe c
Add Detailed "mt*eo t ¢ h TQ:"t T'E _ c¢o TIOFF
Information co"ho*ex QO e oha"g¢g 0O
Encrypt SecretData |(*mt “eo t ¢ h  TO;"t ~T'E _ c¢o T OFF
m(_h(te.< "‘”'ee.(cp
XML Configuration File |~~~ a t [EEESS> x; to* . mo ="~ t E ~ |
5STldzA G /2y FAIdzNI GA2Y
Save Running _ -
. . e t “eot o h =~ t t ”
Configuration as Defaul ° . m ? med eL.UE X
. _oe x h ™ ¢ co X a o
Restore to Default e tREEEs ;tof . ommtTeo tE -
Configuration xao T"."e OO0
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» Configuration Rollback

Save as a Rollbackable Archive m @

» Configuration Archive Files

Index File Name File Size Modification Time

w2ttol O

[ 2y FAIdzNI GAZ2Y w2ffol O}

{IQS I a I . ° T t to - X mo gh ~ e e Y hx :e|..
! N\ﬁKAéS o € x h ~ c m m t a ™ o ~ e
t o : X mo ogh ™ e e Y P

/| 2y FAIdNF GA2Y | NOKAGS CAf Sa
[ 2y A DMK homaoth t  moot tmt x O"x O e |-
CAf Sa _oe xh” g 3 ~0;" Y _a’'Yxr h” a

x
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3.35 System > User Management

>
)

o'eofo a h hxt*‘ t oh mt 'E to ‘E o 0'*ecom”3<eco<ahoc;o*’7YE'
‘a e 'Yt ,EZ o ¢ -~ /—\,Yt ,E XChm A,Yt ,E '-‘hx a 0'5- A a c o z—\,E

< - * - T % * * *

Super User

A Super User Settings

New Username [admin l @
Old Password | sssss l ®@

Confirm Password

[
New Password [ l @
[

{ dzLISANS NJ { SG G Ay A&
e e v e wTe i
xao";”

bSé | aSNy°s_ _ "~ _ t_  eo o  avy co "E‘o ~t T3y |Nul

m a o 3ZAX09@,.~X | T b F ®
th1:|-é_‘»§1,j¢“(°*t< mt~h . ~¢c*ho TE mco TE"x _a/{Nul

¢ «admin».
bS¢6 tlFaags_ _ " _ t_  eo . c”hto T"EP " "o*ttomT. " ogax| Null

z,AZ,09, @,.-;2 | X b | F &
/| 2y ¥TANY t/¢__° t ~eo . ~¢c”ho TFE Tooohm T Y Nl

~ Common User Settings

Index Role Username

row

*

a t"l'_zeo;ct_OX'. "o ° t 'E e o o o o~ . -eo 0 c o ‘E5.0 _ t

Common User

» Common Users Settings

Index

Role

[
[
Username |
[

Password
/2YY2y { S&E8NY I &
L0 c.|. ¢ m”"e*< Lo
xao"‘;"
LVRSEA_”"-“”<t coh 'y o . ~eoa h mc m_* ¢ -
w2t S ¢.* h ot ZxAAAG2NLZY .7, CT9RAG2Nh O Visitor
. i)\é_)\[':]ZNJY"‘t’EJ"O\"ELOt<A* ao xt choma™th
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a ™ h "~ h x t ™ t o h ™ e ™ ‘Ht o a x h o e b

ORAUZNYNY co TE o ot - a o Xt choma ™t

a ™ h "~ h x t ™ t o h ™ e ™ ‘Ht o a Xx h o e [0}
'aSNYyh " mt~eo t  a’y co T"VE'o ~ itz AZYID, @,0-X xIm3 | Null
tFaagg - mt ™ eo t c“ho TES mo "~ 1 e a -4 Null

- * < < * © < <

z,AZ,09,@,.,2 | £ P ., FO
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'|’“"‘ “h pa h . o e x h ™ @

- Led * < — 8 * 1T

4.1 Interface

41.1.0 e mo " 'Ee . c o ht
0 e o mco TETo0 Tt
""Yxch‘”“"<e Y a ™ h
coao EO _oa™e?” et
_oa™e eo rpf‘ﬂgx_ﬁ
¢ <°<e ) et h

|
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4.1.2 ho o g0 °

* - [ee] -
R3006° ~ <h - < t c, .h' o T x e
m x 2. a _oe t t*oeat (P hmh‘o ) h
h = = A a ” a ™ h "hxt T to < ) —
e ~ t a.nte % 0Z°ieoa :
h‘ ’ A a~ c t~e 'Y(D Jﬁ
h a ;‘Ech (o R tm 'y co m
LYH e c h 'yax 0O c(h ' IIZI oUT1
c h "‘O,’“t —E c oh t I'
e _ T, aaeo o o ¢ IIZI ouT2
5L emao’ t h**ot ™t E V-Power
ot h c” t
. ) GND

4.1.3 ho o . g0 "

N - © -
wonnn ¢o ™7 hoo Tt
ao h .a _oet‘_toaq)L*‘
mch= =3 to¥ . co” T
c o T QOm c t~e Y _ coht
«GND».

ST_m a” TUge o ”.oo"eo
. :)o"‘eom to ”.30“
momt“"”’”cycomtq-)]-‘{eefofo t
nxo Ct moot»(tmt»‘eel)C
h”"e*c”‘ e ¥ c 'Y’<e*m a
Db 5 e . ao’<t ch(ﬁ -
to_""T* e”"<e*< to
ao’(t ch(" "t 'E onn

. 90 e ™ 'Y ao "e oam*t'YESh dt
hdzinwx e  ao’ 't ch

c h o't e 0 a m —"x -~ 5h

|
RT_UG_R3000_v.4.1.5 c - xmott Yoy 156/185



Robustel GoRugged R30§0x _ 0 o " mt o ¢ o F@DUSte|

4.1.41*RS232+1*R$A85

wonnn ¢o°o° % h23D+T*REeymw F W ¢ h ~ 7. T ~ee.g . h
co*_""o;‘e Y e ’<Q)
o -
| m -
6-
; 108 , e |
™ Data-(B) m Out2
| Data-(B;) i - J
) Data+(A Data+(A 4
+ 0~
J
0 - 1088
| 10
o -
-~ c h e c ™
t  _hoge s ¢
4.1.52*RS232
wonnn CO‘\*‘h:H*OhH‘?r"YHC];h‘\N"{”;* *"ee.o ;(h(' com —~ %
e ®
6-
8 e
IIZI Out2
X
RX
- h ge - o~ c h e
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4.1.62*RS485

JOB

wonnan ¢o” " hapyp” T CYHe phowl”
e i b

Al
Data+(A Data(B) Data+(A

Data-(B) Data(B)) Data+(A

Data+(A

|
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4.2  _ ¢ Qellular

421" " mt ho c o ° ’“’O; e Y mo t o o}

0 — % —_—

¢ 'Htoa h~ 7" oc m~e mecomo ® e **mhtth.o _"_TY ocmoeto RQ@;

.0 ® ’“’O; . t a ™ h "hxt X "™ toh c__t1‘”*h~t*."Z’Ee'o* t*< a“mott""_“h'Etw(t <° “m<t h{'
a e Q "oa~ e  mthInterface> Link'Madger ® Link Mdnager > General Settiags _ .
{221 pbmn . T, mt omeo eo 0O _Ter . {221 bHNn .
h<'<h~e0< _oc*ho“"”e*<n“ T, mt h"*a"‘ h("h“eo
_h L @ ecm T ee . Tx T oxot c<h<*””“”'t'Em Y ;o.oh o 221 pmZ
e T  ho e Y

e ™ g0 ° t b ¢ h eo6

221 pu o

Link Manager

» General Settings

Primary Link  [WWAN1 ®
Backup Link [WWAN2
Backup Mode | Cold Backup ©)
Revert Interval [0 ] @
Emergency Reboot Cm @

Index Type Description IPv4 Connection Type IPv6 Connection Type
1 WWAN1 admin DHCP SLAAC E
2 WWAN2 DHCP SLAAC &
3 WAN DHCP SLAAC &
4 WLAN DHCP SLAAC E
'*’a*tEceo"‘m"’aom Ch*.,om *' 221 hbmz ;to"‘. xmt"eo“*

e t lceh ot ™~

* <

Link Manager

# General Settings

Index [1

—

Type [WWAN1 B

Description [admin l

IPv6 Enable m_]
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» WWAN Settings
Automatic APN Selection m:]

Dialup Number [*99***1# ]

Authentication Type [Auto

PPP Preferred Cm @
Switch SIM By Data Allowance Cm @

Data Allowance [0 ] @

Billing Day [1 ] @

A IPv6 LAN Settings

Connection Type [Static n

IPV6 Prefix | 2521:da8:202:10::/64)

IPv6 NAT Enable m:]

» Ping Detection Settings ®

IPV4 Primary Server [8.8.8.8

l
1Pv4 Secondary Server |114.114.114.114 |
{

IPv6 Primary Server [ 2001:4860:4860::888

IPv6 Secondary Server [ 2400:da00:2::29 l

Interval [300 | ®
Retry Interval |5 | @
Timeout |3 | @
Max Ping Tries |3 | @

» Advanced Settings

IPv4 NAT Enable m:]
Upload Bandwidth | 10000 | @

Download Bandwidth [ 10000 l

Overrided Primary DNS [ l

Overrided Secondary DNS [ l

Overrided IPv6 Primary DNS [ l

Overrided IPv6 Secondary DNS [ l
Debug Enable m:]
Verbose Debug Enable Cm

Lo ”‘“<h’<e*$ubmit35a/e*&pspp5/’t_ooe *'xh”‘ci'yﬁmtxc*’\" .
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recbustel

__eoot o ¥ h ™ &~ tm &~ ~ fnfBrface > Cellular > Advanced Cellular Settings

» Advanced Cellular Settings

RT_UG_R3000_v.4.1.5

Index SIM Card Phone Number Network Type Band Select Type
1 SIM1 Auto All =
2 SIM2 Auto All #
T a ot eoc x h " 't ho ~e Y {Lamx ;toF” e *mtho t E
co TE" x a o ) c h o e Y ®
Cellular
» General Settings
Index [1 ]
SIMcard [SIM1
Phone Number [ ]
PIN Code [ ]@
Extra AT Cmd [ ]@
Telnet Port [0 ](]
A Cellular Network Settings
Network Type [Auto @
Band Select Type [AII @
» Advanced Settings
Debug Enable m:]
Verbose Debug Enable Cm
Lo "“<h’<e*$ubmit58a/e*&psppg/;to*. _oe xh® g Y mtxc 77
- ~ ~ ~ ~~
e e o Xx ¢ h e c o
noH PH < < A { a{
“ h h x t “ t oh co "™ " h > - t x ©* 7T eeo X ¢ h ™ - e : h
,to" co"‘x; t 'E mt *t f£moa™h 'Eh x h tvaoanmrsy thxmpt | 7Y xch?™
t e* *xt et g @ o’'eo  .*h*t'E Itla&62NRNT {t K2
SMS o0 a e "~ a t m ™ T x O"x QO mthx t x h x Y
1. .7 _a ccUseman¥t a3 62 NRTOYRMTOYRHTOYRoTo XOYRyYyhHh ™" "0 o
t - oe” o
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h a ;= h xp- -t~ ’“.a[oe x h ~ ¢ Fh™"x “mhhd eema vt _ x &
_oa"e*. a o’ t oteom t Em Y T " ee .a - — a[q)
_.h .. . System> Profile > Export Configuration Bile ¢ ~ * 2 [Eolamgs ;to” mo e

_otoh.m o, 0""“H"‘<e . 'hxccx t<’“<‘oe0 wonnnuo
T b ¢l aSNYFYSY tFaag2NRTOYRMITOWYRHTOY RoM ™ X OYRY ~
e oah ™ t - oe” ¥ ot oh ¥, "o Y~ ~ e h x ¢ ¢ x t

- recbustel

Robustel GoRugged R300x _ o . o "mt o co

*

< < . —_— @ - < - T

o 'ym e e _oa_'“e{°a<{Y

< * ———

- ’\.amZe;"‘to+.hq-|madEht”‘ - Lcal[ o

Profile Rollback

- Import Configuration File

Reset Other Settings to Default - OFF @
Ignore Invalid Settings Cm @

XML Configuration File [I Choose File~| No file chosen ]m

A Export Configuration File

Ignore Disabled Features - OFF @
Add Detailed Information Cm @

Encrypt Secret Data - orr )
XML Configuration File

A Default Configuration

Save Running Configuration as Default m @

Restore to Default Configuration

<0 a " eXML:

<lan>

<network max_entry_num="2">
<id>1</id>
<interface>lanO</interface>
<ip>172.16.24.24</ip>
<netmask>255.255.0.0</netmask>

<mtu>1500</mtu>

480G try ySGs2Nl ™M AVGSNFFOS tFyn
aSdry ySG62N] ™M ALl MTHOMCc PH N PHN
asSid flry ySiée2N] m ySiGYlFal HppPHpp PAdn
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-

aSit tlry ySGé2N] wm Yidz mpnn
(_*a“o"‘to;_ m '”“c'Ytom OWT QU *mco""E'x<tm’Y*""Y h ~
SMS..

""ch*a<hz

admin:admin;status system

¢ 'HL@§0~67< ay co’\’E'oﬂ*t(’\'Y ZI'QYAVH'E oc""'xh;o*"t"EE Zn|-t|:vz\()¥
m*mt ) a . o
0o X ; SMS©

—

hardware_version = 1.2

firmware_version = "3.0.0"

kernel_version = 4.1.0

device_model = R3000

serial_number = 201612221052

uptime = "0 days, 00:40:21"

system_time = "Mon Feb 27 09:52:52 2017"
admin:admin;reboot

¢ 'Hto ~ _oa™e’” CCIrRYPYNEXL QT RNYAYHEE ~ _oa~e”™ ™~ ch "e~”

h o h x - a ™ h "~ h x t T toh ™ O

Lo —x ';S(M"SZO
OK

admin:admin;set firewall remote_ssh_aess false;set firewall remote_telnet_access false

¢ Hto ~ _oa™~e” gZa|-’ﬁ\C}py"n’E'Zop“ﬁ"Mg(m _oa~e’ " ch "e™ e~
Tomtxc® NBY2GS¢paakK . NBY2GSydaStySio

uo"x ; SMS?

OK

OK

admin:admin; set lan network 1 interfacn0;set lan network 1 ip 172.16.24.24;set lan network 1 netmask
255.255.0.0;set lan network 1 mtu 1500

¢ 'Hto ~ _oa™e’” CAIRYPYNEX QT RYAYHEE ~ _oa~e® . ch "e~
e‘“mthom_ c‘“h"‘a(th" [!bcp

uo"x ; SMS?

OK

OK

OK

OK
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4.3 Network

4.3.11Psec VPN

LAN . a LAN
IpsecVPN-Server - -IpsecVPN-Client

ASSSS

10.0.0.0/24 WAN:58.1.1.1" 192.168.1.0/24
L2 L 4
o e x h ™ ¢ Y m h h ~ - et ~ m=" T x 0" YO

IPsec VPN_Server:

Cisco 2811:

|
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REouterrenzakble
Routerfconfig
Configuring from terminzl, memory, or network [terminz=l]?
Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config) #crypto isakmp policy 10
Router (config-isakmp) §7
authentication Set authentication method for protection suite

encryption Set encryption algorithm for protection suite

exit Exit from ISREMP protection suite configuration mode
group Set the Diffie-Hellman group

hash Set hash algorithm for protection suite

lifetime Set lifetime for ISAFMP security association

no Wegate a command or set its defaults

HEouter {config-isakmy) fencryption 3des
Router {config-isskomp) fhash mds
BEouter (config-isakmp) fauthenticaeticn pre-share

Router (config-isakmp) fgroup 2
RBouter {config-isakmp) fexit
Bouter (config) forypto isskmp ?
client Set client configuration policy
enzble Enable ISREMP
key Set pre—-shared key for remote peer
policy Set policy for an ISAEMP protection suite
BEouter (config) #crypto isakmp key cisco address 0.0.0.0 0.0.0.0

Router (config) fcrypto 2
dynamic-map Specify a dynamic crypto map template

ipsec Configure IPSEC policy
isakmp Configure ISAFMP policy
key Long term key operations
map Enter = crypto map

Router (config) fcrypto ipsec ?
security-association Security association parameters
transform-set Define transform and settings
Router (config) #crypto ipsec transform—set Trans 7
sh-md5-hmac LAH-HMRC-MDS transform
zsh-sha-hmac AH-HMRC-SHAR transform

esp—3des ESP trensfcrm using 3DES(EDE) cipher (le8 bita)
esp-=2es ESP transform using AES cipher
esp-des ESP transform using DES cipher (5€& bits)

esp-md5-hmac ESP transform using HMAC-MDS auth
esp-sha-hmac ESP transform using HMAC-5HR auth
Bouter (config) fcrypte ipsec transficrm-set Trans esp-3des esp-mdS-hmac

Router {config) §ip access-list extended wpn
Bouter {config-ext-nacl) fpermit ip 10.70 . 0.0 0.0.0_255 1%Z_168.1.0 0.0.0_255

Bouter {config-ext-nacl) fexit

Router (config) fcrypto map cry-map 10 ipsec-isakmp

% NOTE: This new crypto mep will rem=in dissbled until & peer
and a wvalid access list have been configured.

Router (config-crypto-map) #match address wpn

RBouter (config-crypto-map) #set transfcrm-set Trans

Router (config-crypto-map) #set peer 202.100.1.1

Router {config-ecrypto-map) fexit

Bouter (config) §interface fastEthernet 070

Bouter (config-if) §ip address 55.1.1.1 255_255_255.0

Bouter (config-if) §cr

Bouter (config-if) §crypto map cry-map

*Jan 3 07:1€:26.785: RCRYPTO-6-ISAKMF ON_OFF: ISREMP is ON

IPsec VPN_Client:

om ™ e VYPNS|PsecXTunge] ¢ o oto™h=~ ">~ tm"y
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Tunnel

» Tunnel Settings

Index Enable Description Gateway

Status

Local Subnet

x509

Remote Subnet

+_eoxcm_t<""eo

* < %

Tunnel

» General Settings

Index

Enable
Description
Gateway

Mode

Protocol

Local Subnet
Remote Subnet

Link Binding

-

[ )
[ )] ®
(Tunnel
(Ese
[ )] ®
[ )] ®
(Unspecified ®

» IKE Settings

IKE Type
Negotiation Mode
Encryption Algorithm
Authentication Algorithm
IKE DH Group
Authentication Type

PSK Secret

Local ID Type

Remote ID Type

IKE Lifetime

e
[Main
(30ES
[sHa1
[DHgroup2
=
(Default
(Default
(86400 ]

Q@

» SA Settings

Encryption Algorithm
Authentication Algorithm
PFS Group

SA Lifetime

DPD Interval

DPD Failures

(30ES
[sHa1
(DHgroup2
= @
= E
[150 ] @

RT_UG_R3000_v.4.1.5
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» Advanced Settings

Enable Compression
Enable Forceencaps

Expert Options

rcbustel

&

56.0.1.1 . i3
B

[Turr:l

[192 15810024 | @

0.0.0.0/24 ]
[Unsxcrid - @l

— ’ .
0 h e _ Submit™> Save & Apply ; t o " . 0 e
- - < < 3 % —_
ol ~—~~
h = e e a ’ X m h h o a e
€ - < * < < < - < * —_— * <
Roorarransbls r %
Bourerdconfipg PR h - h 0 / 7\ a
Configuring £rom tecminal, Tm=ocy, OF DECECTE |SESEIDAL| ¢ -
Encer configoration commands, one per line. End with CWILSI.
Aoutar {confighfcrypeo imaksp palizy 10
Router iconfig-Lrakmpi§t
satbanticatice Seb awthanticatico mathod for pootection Foite
sncrypsion Smc smcrypoion algoricha for protection woits Description
®ELT Ewitc from TERKMP protectiona suice soafiguration mode
gooup Smb the Diffie-Sellzan group Gateway
haas Ssc hash algorithm fOf PrOTECTION MULTE
Lifatine dar lifevies for TSARHP securicy sesociscion Mode
almy s bessepption ]
e Pigalr Profod
EER) RANTiOACLCA PEE-ENATS
L — Local Submet
akmp) axie
Aoutar {confighicITpeo imakmp T EE DT
al Ssr clisnc oonfigurscios polioy . .
snable Enable DSRIMD Link Binding
sy Est pra-shacsd ksy for cemcts pess
policy Bec policy for an IGAKMF proceccics wuice
Boutar iconfighicrypto Lsakep kay clico addeasd 0.0.0.0 0.0.0.0
IKE Typa

o
Rouser [eeafig) forypta 7 m t

dynazic-map Spacify a dysamic coyptc map basplata

ipmec Configuzw IPSEC policy Yo

L g Confiquise TEMMF policy

kay Long tazm kay cpazablose

rap Entar & cryprts map -~ 0
Beuser icsafigiberyprie ipsec ¥

mscusity-sasocistico  Secarity sEEociazion pacamms

bramafore-pat Smfine tramsfosm and swsbings
Beuter lesafigiterypte ipsec viansfors-—sat Teans ¥

ah-mdi-bmac  AN-EMAC-MDS tranaform

sh-gha-Emss  AR-EMAC-SHA TTanaform
using SDES(ECE) ciphar (168 bisad

wap-ides EEF mransform
wap-asn EED tranm using XS ciphar
sup-des EEF tzans uaing IEF cipher (56 bBicw

wap-mdf-hmac EEF nrans uaing HEAC-HDE sath

h o - . L Y 9 Rugetistion Moda
e mo ot t EcTEtoSsekiba
s entication Algorithm
¥ m Tx ~ @

- *

IKE [l o
Authemticaticn Typa
PSK Sporet
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MDs
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[Datault B

Souces |coafig) bip accemm-list sxcsndsd wEn
Boucer |eenfig-sxc-naal) fpermit ip 30.7.0.0 0.9.9,366 183
Boubar |config-axt-macl) baxit

Roucer |config) BOrFRso mAp cry-map 10 ipasc-inskep

% HOTE: This mew crypto sap will resain dissbled unbil & pess
and a valid sccsss lisz have bsmn configuszsd. "o
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Boucer |sanfig-erypro—sap) faet peer 304,100.1.1 nt
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configh bistesface Pasifthacoet 040
$ip sddrsas 50.1. 255.1565.355.0
#ax

fcrypho map cry-map
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4.3.20penVPN

OpenvPN o ®= " h> = 't ° = h > a” 3 ~0:"Y . . etm
a1 .3

LAN LAN

AN

WAN:59.1.1.1

WAN: 202.96.1.10Q/24
= 192.168.1.0/24

192.168.2.0/24

. : m'<e<h*hxmt< mo ot <tmt x’O"‘* mnjbcb:“’E*'x‘t
m’“<°x’0"'*a* oa‘e'”'a* “’“’Y;‘mth; . m(h <h”“‘Y
local 202.96.1.100
mode server

port 1194

proto udp

dev tun

tun-mtu 1500
fragment 1500

ca ca.crt

cert ServerQl.crt
key Server01.key
dh dh1024.pem
server 10.8.0.0 255.255.255.0
ifconfig-pool-persist ipp.txt

push "route 192.168.3.0 255.255.255.0"
client-configdir ccd

route 192.168.1.0 255.255.255.0
keepalive 10 120

cipher BFCBC

complzo

max-clients 100

persistkey

persisttun

|
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Robustel GoRugged R300* _ o o "mt o co
status openvaBtatus.Iog
verb 3
“h*a< qjeJ*":'Y ceo*"’Y oco"‘e*t<’“’Ee o) m"<° _oe
t oge ; m_o co""<h’ .o
OpenVPN_Client:
"7 a  tVPN>OpenVPN> OpenVPN m o ot m t m h a e 7
A Tunnel Settings
Index Enable Description Mode Protocol Server Address Interface Type
"”a*t+°€‘”Y e mtho  mo ot ettntt g m _h a e
Index
Enable m:]
Description [ client01 ]
Mode [Client @
Protocol [UDP
Peer Address [2D2.96.1.100 ]
Peer Port [ 1194 ]
Interface Type [TUN
Authentication Type [X509CA ®@
Encrypt Algorithm [BF
Authentication Algorithm [SHAl
Renegotiation Interval [86400 ] @
Keepalive Interval [20 ] @
Keepalive Timeout [120 ] @
TUN MTU [1500 ]
Max Frame Size [ 1400 ]
Private Key Password [n tee ]
Enable Compression m:]
Enable NAT Cm
Enable DNS overrid Cm @
Verbose Level [3 @
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» Advanced Settings

Enable HMAC Firewall

Enable PKCS#12

Enable nsCertType

Expert Options [ ] @
o "‘"<h'<e*$ubmit‘>Save*&App5/;to'*’._oe‘*'xh”’e*'yﬂmtxc*’“"’
4.3.3GRE VPN
o1 <3
LAN LAN

WAN:59.1.1.1

WAN:58.1.1.1°
192.168.2.0/24 K B 192.168.1.0/24
L2 L4
.0 e x h ™ ¢ Y °© x 9 to m~= “x0O0"" YO
h e‘VP’N>GRE>GcRE_e0 oto®h~>~ tm "y mo ot tmt m h
GRE
» Tunnel Settings
Index Enable Description Remote IP Address +
GREL
o a t +eoxmt<*eo t -~ h "mao otth . tw9 m h m x e 0 a
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» Tunnel Settings

Index 1 ]

—

Enable

Description

I

)

Remote IP Address | 59.1.1.1 I
Local Virtual IP Address 10.8.0.1

Local Virtual Netmask/Prefix Length || 255.255.255.0 ]

Remote Virtual IP Address | 10.8.0.2 |

Enable Default Route

L

Enable NAT
Secrets renne ]
Link Binding [Unspeciﬂed n @
o "“<h’<e*$ubmit‘>Sa\/e*&App5/;to'*’._oe‘*'xh”e*'yﬁmtxc*’“”’

» Tunnel Settings

Index [ 1 ]
Enable m:]
Description [GRE-2 ]

|

Remote IP Address | 58.1.1.1 I

Local Virtual IP Address 10.8.0.2

Local Virtual Netmask/ Prefix Length | 255.255.255.0 |®

10.8.0.1 ]

[

Remote Virtual IP Address

Enable Default Route

g

Enable NAT
Secrets [ sesnen ]
Link Binding [Unspecified @
"™ a t +e01cmt<"’eo t -1 ” h "mao otth . t[Mw9 m h m x e 0 a
Lo '"”“(h’(eisubnqitSSa/e*&AppE/;to*._oel*'xh"ei'y“mtxc*’“”'
MTLe L e, BEY  TmET T oeo e 00
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GREH h " TUEeT.n
GREm h =~ TEE b mpgx* "
* TEer." h mt t x e] ‘ o )
oo - ~ TEe . " h
_7 TUEer T h mt t x e o °
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