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Network Diagram of Anti-Block SIM Cloud Solution
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C8 Key Features of the Anti-block Solution

Remote & Centralized SIM Cards Management, Management Cost Down
32 kinds of SIMs Allocation Strategies
Smart Human Behavior Simulation, Reduce Block Risk

. SIM Roaming

. Auto Call/SMS Generation

. Auto Detect the Abnormal SIMs, ASR/ACD better
. Auto IMEI Change

. Auto Recharge & Balance Check

. Anti Call Scanning

BTS Lock / BCCH
Dinstar Bandwidth Optimizer (DBO) with Encryption
Real-time Performance Statistics/ Monitoring



PART 1

emote & Centralized SIM Cards Management
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* Install GSM Gateways where you want to terminate/Originate your calls
* GSM Gateways all over your country or all over the world
 All your SIMs and SIMBanks in your office



SIM Cards Management Cost /0)")'/)

All Done in
Your Office!

Travel around to change SIM cards?
Pay high cost of air/train ticket?

>

Hire a lazy staff in each location?
Hire someone who may steal your
business?

Pay monthly salary?

>

Manage All Your SIMs in Your Office



DOWN

Been traced via BTS, GSM signal
GSM gateway and YOU both been found at the
same site

(((é}))

£
[ . .
/_ Y Been traced via BTS, GSM signal
LA
i .‘\'{x

GSM gateway been found only

Location 1 Location 2

Scenario 2. GSM Gateways + Remote SIMBanks
(Recommended)
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PART 2

32 kinds of SIMs Allocation Strategies




SIMs Allocation Strategies

SIM Card Select Order

|| SIM Card Select Order

Card Select Rule: © Ascending Descending
Random Max Unused Time
Min Call Time Max Call Time
Min Call Count Max Call Count

SIM Card Switchover Condition

- E] SIM Card Switchaover Condition

Switchover by Max Call Count Card
Switchover by Max Call Count Once
Switchover by Max Call Count Day
Switchover by Max Call Count Month
Switchover by Max Call Time Card(min)
Switchover by Max Call Time Once(min)
Switchover by Max Call Time Day(min)
Switchover by Max Call Time Month(min)
Switchover by Max SMS Count Card
Switchover by Max SMS Count Once
Switchover by Max SMS Count Day
Switchover by Max SMS Count Month

Switchover by Max USSD Count Card
Switchover by Max USSD Count Once
Switchover by Max USSD Count Day
Switchover by Max USSD Count Month
Switchover by Max Group Time Card(min)
Switchover by Max Work Time Card(min)
Switchover by Max Work Time Once(min)
Switchover by Min Break Time Once(min)
Switchover by Promotion Working Time(min)
Switchover by Promotion Call Time(min)
Switchover by Max SIM Register Failure
Switchover by BALANCE_CHECK Delay({min)
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PART 3

Smart Human Behavior Simulation




SIM Roaming

Been selected by GSM Gateway No. 1
> ,

GSM Gateway No. 1 in Dhaka

I’'m in Dhaka!

Day 1

Been selected by GSM Gateway No. 2
> «

GSM Gateway No. 2 in Chittagong

I’'m in Chittagong!

Day 2




SIM Cards Auto Call/SMS Generation

SIMO02 in
SIMBank01
call/lSMS .-~
SIMO1 in SIMO3 i
in
SIMBank01
- SIMBank02
Call/sMS
Enable Auto SMS Generation Enable Auto Cal Generation
e o SMS_RECV SMS_SEND SMS_DUAL Call Direction: o CALL_IN CALL_QUT CALL_DUAL
SMS Spec Number:
------- el = Call Spec Number:
SMS Interval(min): 180 - . . -
SMS Random: 100 . % (random interval) e :
SIM Switchover I Continuous SMS Loss Call Random: 100 - % (random interval and duration)

Max SMS Loss Count: 3 & . Callee Auto Off-Hook At Call-In
Random Content-1: Call Duration(sec): 0 o
R Tone Type: o NULL Random DTMF Random IVR
Random Content-3:
Random Content-4: SIM Switchover If Continuous Call Failure
Random Content-5: Max Call Fail Count: 3 -




Auto Detection the Abnormal SIMs

Enable Abnormal COR Monitor
Short CDR Monitor: YES o
Call Duration(sec) ==: 0 &
Call Duration(sec) <=: 15 =
Max Short CDR Count: 10 =
Short CDR Action: NULL o BLOCKED NO_BALANCE
Fail CDR Monitor: NO
Max Fail CDR Count: 20 &
Fail CDR Action: NULL o BLOCKED NO_BALAMCE
Low ASR Monitor: NO -
Call Count ==: 20 -
Call ASR <=: 10 -
Low ASR Action: NULL o BLOCKED NO_BALANCE

* Monitor Short CDR/Fail CDR/Low ASR
* You can define the conditions flexibly
* Improve the ASR & ACD



Auto IMEI change

Auto IMEI Change on Gateway Standalone

IMEI Auto Set

Enable IMEl Auto Set @) 1o @ yes
IMEI TAC 86307001 86307001 86307001 86307001
IMEI Serial No Range  Min IMEI Serial Mo D

Max IMEI Serial Mo 999999
Palicy @ By Time

Minute(s)
© By Call 20  |caus

Auto IMEI Change on SIM Cloud

' Been selected by GSM Gateway No. 1 Port 1 > -

GSM Gateway No. 1

IMEI of Gateway No.1 Port 1

' Been selected by GSM Gateway No. 2 Port 1
‘; => ‘

GSM Gateway No. 2

IMEI of Gateway No.2 Port 1




Auto Recharge & Auto Balance Check

Initial SIM Balance: 0 =
Default Biling Rate(per min): |0 .
Balance Threshold: 5 .

Current Biling Rate(per min): 0
Auto Inguire SIM Balance by SMS/USSD/CALL

Inquire Timeout{min): 1 =
Max Inquire Retries: 3 =

Block SIM Card after Inquire failure
Send Type: o 5MS UssD CALL

€ Auto recharge & balance check
via SMS/USSD/Call

Auto Recharge while balance was less than Low Balance Threshold ¢ Recharge small value each time, risk
Max Recharge Retries: 3 = down
Request Timeout(min): 1 = €4 Save management time and cost
Retries Interval(min): 3 .

Recharge Success Keys:



Anti Call Scanning

\\\ wo
Zz Zg‘ \\%a SIM Cloud
\ P
S Q XA
S AN
=

et s GSM Gateway
GSM Gateway

Black list
Anti call scanning

Scanning phone get
the calls, then SIMs
been blocked

Scanning phone
can’t get the calls,
so can’t block the
SIMs

Scanning Calls Block Your SIMs
Dinstar Anti Call Scanning
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PART 4
BTS/BCCH Lock



BTS Lock (BCCH)

Select Port [Port1[=]
BCCH Mode [Fixed  [+]
Fristof BCCH I
a 460 0o 0X2639 0XEB8 50 -60
1 460 0o 0X247D OXE4E 80 -73
2 460 00 0X247D 0X1165 g4 -74
Select to a,specifc cel AR R R A A
1
I 5 460 00 0X247D 0XE2F 596 -84
I 5] 450 00 0X2639 0XEF7 45 -90
1
1
* Refresh Interval s
Auto Refresh Stop Refresh
GSM Gateway | Save | | Refresh | | Back |

BCCH Configuration on GSM Gateway



C8 Dinstar Anti-block Solution

PART 5

Dinstar Bandwidth Optimizer
& Encryption



Bandwidth Optimizer & Encryption

Softswitch 2

Softswitch

....
....
L]

WAN

DBO Server2

DBO,

Compression
& Encryption

Call flow

€ Saveupto 0) of Your Bandwidth

€ Encryption, Reduce the Risk of IP Block
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PART 6

Real-time Performance Statistics/ Monitoring



Real-time Performance Statistics/ Monitoring

ili Performance E]@[X]
Expand &l Collapse &l % J Domain 15 Minutes ” Domain 24 Hour ” Domain Cur Minutes ]
4 @“_‘;sim_cloud d] generakeTime | simSwitchCount | oprErrorall ‘ callTimeDay | callTimeMonth
4 ¥ 5ySTEM 12-08-14 19:30:02 3 0 0 190324 ~
> B server-t 12-05-14 19::15:02 | 3 i 0 190324 E
[ 'g' SEFver-2
b B corvers 12-08-14 19:00:02 3 0 0 190324
480 NoDE 12-08-14 18:45:02 3 0 0 190324
0 54.251,63,163 12-08-14 18:30:02 3 0 0 190324
0 54,248,107.215 12-08-14 18:15:02 3 0 0 190324
9 172.16.0.99 = | 12-08-14 t3:00:02 3 i 0 190524
4 () DoMAT 12-08-14 17:45:02 3 0 0 190324
4 @ dinskar
4 1) SIM Groups 12-08-14 17:30:02 3 0 0 190324
b [ group-1 12-08-14 17:15:02 3 0 0 190324
Qroup-2 12-08-14 17:00:02 4 0 0 190324
4 43 7one 12-08-14 16:45:02 6 0 0 190324
4 {0 shenzhen(2) — | 12-08-14 16:30:02 | 2 o 0 190324
4 Lol baoan(1/4) 12-08-14 16:15:02 & o 0 190324 ~
[+ 4 demo-simbank-170y .. ﬁ]. i I @
[ i derno-simbank-2(0§3) l Bt | ﬁ Refrash
[ 4 derno-simbank-3(0/...
> & demo-simbark-4(0/) ||| 15 Minute List |




Anti-Block Solution
Dinstar Anti-Block Solution

Remote & Centralized
SIMs Management

32 SIMs Allocation
Strategies

Smart Human Behavior Simulation

BTS Lock
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DINSTAR Technologies Co., Ltd.
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District, Shenzhen, China 518052
Tel: +86 158 1552 2634
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